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Abstract

The rapid integration of artificial intelligence (Al) into education has transformed how
adolescents learn, communicate, and participate in digital environments, creating new
opportunities as well as ethical, social, and educational challenges. Consequently, digital
citizenship education has evolved beyond digital literacy to encompass Al literacy, media
literacy, digital ethics, critical thinking, digital well-being, and responsible participation in
technology-mediated societies. The present study aims to synthesize contemporary literature
on digital citizenship education among adolescents in the age of artificial intelligence and to
develop a comprehensive conceptual framework for educational practice. An integrative
literature review methodology was adopted to examine scholarly articles, theoretical works,
policy documents, and international competency frameworks retrieved from major academic
databases, including Scopus, Web of Science, ERIC, Google Scholar, and Shodhganga. The
reviewed literature was analysed through thematic synthesis to identify recurring concepts,
emerging trends, implementation challenges, and future directions. Six major themes emerged:
the evolution of digital citizenship, theoretical foundations, core competencies, the influence of
artificial intelligence, the roles of educational stakeholders, and implementation challenges.
The synthesis indicates that effective digital citizenship education requires the integration of
digital competence, Al literacy, ethical decision-making, critical media literacy, digital
resilience, and collaborative engagement among schools, families, and policymakers. Based on
these findings, the study proposes a synthesized conceptual framework that integrates
educational theories, international competency frameworks, Al-related competencies,
contextual influences, stakeholder responsibilities, and expected educational outcomes. The
review contributes to the existing literature by offering an integrated perspective that can
inform curriculum development, teacher education, educational policy, and future empirical
research aimed at preparing adolescents for responsible and ethical participation in Al-
mediated digital societies.
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1. INTRODUCTION

Digital technologies have become an integral part of
adolescents’ everyday lives, influencing how they learn,
communicate, socialise, and participate in society. The
increasing availability of smartphones, social networking
platforms, cloud-based applications, and artificial intelligence
(AI) enabled educational tools has transformed learning from a
classroom-bound activity into a continuous and interconnected
experience. While these technological developments have
expanded educational opportunities and improved access to
information, they have also introduced complex challenges
related to privacy, misinformation, cyberbullying, digital
addiction, academic integrity, and ethical technology use. As a
result, preparing young learners to participate responsibly in
digital environments has become an important concern for
educators, policymakers, and researchers alike.

The concept of digital citizenship emerged as a response to
these changing realities. Initially, it was associated primarily
with access to technology and the ability to use digital resources
effectively. Over time, however, the concept has expanded
considerably. Contemporary perspectives view  digital
citizenship as a combination of knowledge, skills, values, and
behaviours that enable individuals to engage safely, ethically,
critically, and responsibly in digital spaces (Mossberger,
Tolbert, & McNeal, 2008; Ribble, 2015). Beyond technical
competence, digital citizenship now encompasses responsible
communication, respect for digital rights and responsibilities,
information evaluation, online safety, civic participation, digital
well-being, and ethical decision-making.

This broader understanding has become particularly important
with the rapid advancement of artificial intelligence. Al-
powered applications, including intelligent tutoring systems,
adaptive learning platforms, automated assessment tools, and
generative Al technologies, are increasingly being integrated
into educational settings. These technologies provide
personalised learning experiences and improve access to
educational resources; however, they also raise important
questions concerning academic honesty, algorithmic bias,
misinformation, copyright, privacy, transparency, and
responsible human—Al interaction. Consequently, digital
citizenship education can no longer be confined to internet
safety or digital literacy alone. It must also prepare learners to
understand the capabilities and limitations of Al, critically
evaluate Al generated information, and make informed ethical
decisions while using intelligent technologies.

Adolescence represents a particularly significant stage for
developing these competencies. During this period, young
people actively construct their identities, establish social
relationships, and increasingly depend on digital technologies
for learning, entertainment, and communication. Their frequent
engagement with social media, online collaboration, gaming
platforms, and Al-supported applications creates valuable
opportunities for learning but simultaneously increases
exposure to online risks. Developing responsible digital habits
during adolescence is therefore essential for promoting both
educational success and personal well-being.

International organisations have also recognised digital
citizenship as a key educational priority. The Organisation for

Economic Co-operation and Development (OECD, 2019)
highlight the importance of digital competence, critical
thinking, ethical judgement, and responsible participation as
essential skills for thriving in contemporary digital societies.
Similarly, UNESCO has emphasised that the emergence of
artificial intelligence requires educational systems to strengthen
Al literacy, promote ethical technology use, and protect
learners’ rights while fostering inclusion, equity, and
responsible digital participation (UNESCO, 2024). These
developments demonstrate that digital citizenship is no longer
an optional educational topic but an essential competency for
preparing future citizens.

Although research on digital citizenship has expanded
substantially during the past decade, the existing literature
remains fragmented. Many studies examine digital literacy,
media literacy, Al literacy, cybersecurity, digital ethics, or
online safety as separate areas of investigation. Relatively few
studies attempt to integrate these perspectives into a
comprehensive understanding of digital citizenship education,
particularly within the rapidly evolving context of artificial
intelligence. Moreover, while adolescents represent one of the
most digitally connected populations, comparatively limited
attention has been given to synthesising evidence specifically
related to their educational needs in Al-mediated learning
environments.

An integrative review is particularly valuable in addressing this
gap because it allows evidence from theoretical, empirical, and
policy-oriented literature to be examined together, thereby
providing a more comprehensive understanding of an emerging
educational phenomenon. Rather than focusing exclusively on
empirical findings, an integrative review enables the
identification of conceptual developments, recurring themes,
implementation challenges, and directions for future research
across diverse sources of evidence.

Against this background, the present study undertakes an
integrative literature review of digital citizenship education
among adolescents in the age of artificial intelligence. The
review synthesises current scholarly literature, international
policy documents, and recognised competency frameworks to
examine the evolving concept of digital citizenship, identify its
core dimensions, analyse the influence of Al on digital
citizenship education, and explore the roles of schools, teachers,
parents, and educational policies in promoting responsible
digital participation. Based on this synthesis, the study proposes
a conceptual framework intended to support curriculum
development, teacher education, educational policy, and future
research aimed at preparing adolescents to become ethical,
responsible, and critically informed digital citizens in an
increasingly Al-driven world.

Statement of the Problem

The rapid expansion of digital technologies and the increasing
integration of artificial intelligence (AI) into education have
significantly transformed the learning experiences of
adolescents. Digital platforms, social media, and Al-enabled
educational tools have enhanced access to information,
personalised learning, and collaborative opportunities. At the
same time, these technological developments have introduced
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new educational and ethical concerns, including cyberbullying,
misinformation, privacy breaches, algorithmic bias, excessive
dependence on Al-generated content, and challenges to
academic integrity. Such issues have highlighted the need to
prepare adolescents not only to use digital technologies
effectively but also to engage with them responsibly, ethically,
and critically.

Digital citizenship education has emerged as an important
response to these challenges. However, existing research often
examines digital citizenship, digital literacy, media literacy, Al
literacy, digital ethics, and online safety as separate constructs.
Although each area contributes to understanding responsible
technology use, their fragmented treatment limits the
development of a comprehensive educational approach capable
of addressing the complex realities of Al-mediated learning
environments.

The emergence of generative Al has further intensified this
challenge. Adolescents increasingly interact with Al-powered
tools for information retrieval, content generation,
communication, and academic tasks. While these technologies
offer considerable educational benefits, they also create
concerns regarding misinformation, plagiarism, copyright,
algorithmic transparency, data privacy, and responsible
decision-making. Traditional models of digital citizenship were
largely developed before the widespread adoption of generative
Al and therefore do not adequately address many of these
contemporary issues.

Another important concern is the limited availability of
integrative reviews that synthesise evidence across educational

theory, empirical research, international policy frameworks, and
emerging Al-related literature. Although individual studies
provide valuable insights into specific aspects of digital
citizenship education, there remains a need for a comprehensive
synthesis that explains how these diverse perspectives can be
integrated to guide educational practice, curriculum
development, teacher preparation, and policymaking.

In view of these concerns, the present study addresses the need
for an integrative review of digital citizenship education among
adolescents in the context of artificial intelligence. By bringing
together evidence from scholarly literature, international
frameworks, and policy documents, the study seeks to provide a
comprehensive understanding of the evolving concept of digital
citizenship and to develop a synthesized conceptual framework
that can support future educational research and practice.

RESEARCH GAP

Despite the growing body of literature on digital citizenship
education, several important gaps remain. Existing studies have
contributed significantly to understanding digital literacy,
media literacy, Al literacy, digital ethics, and online safety;
however, these areas are often investigated independently,
resulting in a fragmented understanding of digital citizenship in
contemporary educational contexts. The emergence of artificial
intelligence has further highlighted the need for an integrated
perspective that reflects the changing nature of adolescents’
digital experiences.

The major research gaps identified through the review of the
literature are presented in

Table 1.

Table 1. Research Gaps Identified from Existing Literature

Existing Evidence

Research Gap

How the Present Study Addresses the Gap

Digital citizenship and Al literacy are
frequently studied as separate areas.

Limited integration of Al literacy within digital
citizenship education.

Synthesises both domains to develop an
integrated conceptual understanding.

Most studies focus on individual
dimensions such as digital literacy, online
safety, media literacy, or digital ethics.

Lack of a comprehensive framework
encompassing multiple dimensions of digital
citizenship.

Proposes a synthesized conceptual
framework integrating key competencies and
educational perspectives.

Research on adolescents’ digital citizenship
in Al-supported learning environments
remains limited.

Insufficient emphasis on adolescents as a distinct
educational group.

Focuses specifically on digital citizenship
education among adolescents.

Existing literature highlights challenges
related to curriculum, teacher preparedness,
and policy implementation.

Limited synthesis of educational strategies for
effective implementation.

Examines the roles of schools, teachers,
parents, and policymakers in promoting
digital citizenship.

Traditional digital citizenship frameworks
were developed before the widespread use
of generative Al

Emerging issues such as algorithmic bias, Al
ethics, misinformation, data privacy, and
responsible Al use remain underrepresented.

Integrates contemporary Al-related
competencies into digital citizenship
education and identifies directions for future
research.

The gaps identified above indicate the need for a
comprehensive synthesis of existing knowledge that reflects the
realities of Al-mediated educational environments. Addressing
these gaps, the present study adopts an integrative literature
review to examine the evolving concept of digital citizenship
education among adolescents and proposes a synthesized
conceptual framework to support educational practice,
curriculum development, policy formulation, and future
research.

2. OBJECTIVES OF THE STUDY-

The present study aims to:

1. Examine the evolution and conceptual development of
digital citizenship education in contemporary educational
literature.

2. Identify the core competencies that constitute digital
citizenship among adolescents in the age of artificial
intelligence.

3. Analyse the influence of artificial intelligence on digital
citizenship education and its implications for adolescent
learners.
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4. Examine the roles of schools, teachers, parents, and
educational policies in fostering responsible digital
citizenship.

5. Identify the major challenges associated with the
implementation of digital citizenship education in Al-
mediated learning environments.

6. Develop a synthesized conceptual framework for digital
citizenship education among adolescents in the age of
artificial intelligence.

3. METHODOLOGY

Research Design

The present study adopted an integrative literature review
design to examine and synthesise existing knowledge on digital
citizenship education among adolescents in the age of artificial
intelligence (Al). An integrative literature review enables the
inclusion of theoretical, empirical, conceptual, and policy-
oriented literature, thereby providing a comprehensive
understanding of emerging educational issues (Torraco, 2005;
Snyder, 2019). This approach was considered appropriate
because digital citizenship education is a multidisciplinary field
encompassing education, educational technology, digital ethics,
media literacy, and artificial intelligence.

Sources of Literature
Relevant literature was identified from recognised academic

databases and digital repositories, including Scopus, Web of
Science, ERIC, Google Scholar, Shodhganga, SpringerLink,
ScienceDirect, Taylor & Francis Online, Sage Journals, and
Wiley Online Library. In addition, policy reports and
competency  frameworks  published by international
organisations such as UNESCO, the Organisation for
Economic Co-operation and Development (OECD), and the
European Commission were consulted to provide broader
educational and policy perspectives.

Search Strategy

A comprehensive search of the literature was conducted using
combinations of keywords related to the focus of the study. The
principal search terms included:

Digital Citizenship

Digital Citizenship Education

Artificial Intelligence

Al Literacy

Digital Competence

Digital Ethics

Media Literacy

e Adolescents

e Secondary Education

Boolean operators (AND, OR) were employed to combine
keywords and improve the relevance of the search results.
Reference lists of selected publications were also examined to
identify additional relevant sources.

Table 2. Search Strategy

Database/Source Major Search Terms
Scopus “Digital Citizenship” AND “Artificial Intelligence”
Web of Science “Digital Citizenship Education” AND Adolescents
ERIC Al Literacy AND Secondary Education
Google Scholar Digital Citizenship, Al Ethics, Media Literacy
Shodhganga Digital Citizenship, Digital Literacy, Al in Education
UNESCO/OECD Documents Digital Competence, Al, Educational Policy

Inclusion and Exclusion Criteria
To ensure the quality and relevance of the review, explicit
inclusion and exclusion criteria were adopted.

Inclusion Criteria

e Peer-reviewed journal articles, review papers, books, book
chapters, and recognised policy documents.

e Studies focusing on digital citizenship, Al literacy, digital
ethics, media literacy, digital competence, or online safety.

e Literature related to adolescents or school education.

e Publications available in English.

e Literature published primarily between 2015 and 2026,
together with seminal theoretical works relevant to the
topic.

Exclusion Criteria
Editorials, blogs, magazine articles, opinion pieces, and
unpublished reports.

e  Duplicate publications retrieved from multiple databases.

e Studies not directly related to education or adolescent
learners.

e Publications lacking conceptual or
relevance to the objectives of the review.

methodological

Literature Selection Process

The literature selection followed a structured process. Initially,
publications were identified through database searches using
predetermined keywords. Duplicate records were removed,
after which titles and abstracts were screened to determine their
relevance. Full-text articles and policy documents were
subsequently reviewed against the inclusion criteria. Finally,
studies considered directly relevant to the objectives of the
review were included for thematic analysis and synthesis.
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Database Search

Removal of Duplicate Records

Title and Abstract Screening

Full-text Review

Final Selection of Relevant Literature

Figure 1. Literature Selection Process

Data Extraction and Analysis

Relevant information from each selected source was extracted
using a structured data extraction matrix comprising author(s),
publication year, country or context, study design or document
type, major themes, and principal findings. The extracted
information was then analysed through thematic synthesis,
allowing common concepts, recurring patterns, implementation
challenges, and emerging trends to be identified across the
reviewed literature. The thematic analysis subsequently
informed the development of the synthesized conceptual
framework proposed in this study.

Quality Considerations

To enhance the credibility of the review, greater emphasis was
placed on literature indexed in internationally recognised
databases such as Scopus, Web of Science, and ERIC, together
with publications produced by UNESCO, OECD, and other
established organisations. Foundational theoretical works on
digital citizenship and digital competence were also included to
provide conceptual depth and historical context.

Ethical Considerations

The study relied exclusively on published secondary sources
and did not involve human participants or primary data
collection. Consequently, formal ethical approval was not
required. Nevertheless, all sources were appropriately
acknowledged and cited in accordance with APA (7th edition)
guidelines to maintain academic integrity and avoid plagiarism.

3. THEMATIC LITERATURE REVIEW
Theme 1: Evolution and Conceptualisation of Digital
Citizenship Education

The concept of digital citizenship has evolved considerably
alongside the rapid development of digital technologies and
their increasing integration into education. Early discussions
primarily focused on providing equitable access to digital
technologies and developing basic technological competence.
During this period, digital citizenship was largely understood as
the ability to access and use digital resources effectively to
participate in an increasingly technology-driven society
(Mossberger, Tolbert, & McNeal, 2008).

As digital technologies became embedded in everyday
educational and social practices, scholars recognised that
technical competence alone was insufficient. Individuals also
needed the knowledge, values, and behaviours required to
participate responsibly and ethically in digital environments.
Consequently, the concept expanded to include responsible
communication, digital etiquette, online safety, digital rights
and responsibilities, information literacy, and ethical decision-
making (Ribble, 2015). Among the various conceptualisations,
Ribble’s Nine Elements of Digital Citizenship remains one of
the most influential educational frameworks, providing
practical guidance for integrating responsible technology use
into school curricula and teacher education programmes.

More recent scholarship has further broadened the scope of
digital citizenship by emphasising critical thinking, civic
engagement, media literacy, digital well-being, and meaningful
participation in online communities. Rather than viewing
learners merely as users of technology, contemporary
perspectives regard them as active contributors to digital society
who must evaluate information critically, communicate
respectfully, and participate responsibly in democratic digital
environments (Jones & Mitchell, 2016).
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International organisations have reinforced this expanded
perspective. The OECD (2019) identifies digital competence,
ethical judgement, critical evaluation of online information, and
responsible participation as essential competencies for
individuals living in digital societies. Similarly, UNESCO
(2024) highlights digital citizenship as an important component
of quality education, linking it with human rights, inclusion,
global citizenship, and responsible wuse of emerging
technologies. These perspectives reflect an increasing
recognition that digital citizenship extends beyond technical
proficiency and has become an essential educational objective.
The emergence of artificial intelligence has introduced a further
dimension to this evolving concept. Al-powered educational
technologies, generative Al applications, intelligent tutoring
systems, and algorithm-driven digital platforms have
transformed the ways adolescents access information, learn, and
interact online. These developments require learners not only to
use digital technologies effectively but also to understand the
capabilities and limitations of Al, evaluate Al-generated
information critically, recognise algorithmic bias, and make
responsible ethical decisions while engaging with intelligent
technologies.

Empirical evidence supports this expanded understanding. Lu
and Gu (2024), in their meta-analysis of adolescent digital
citizenship, reported that digital competence, internet self-
efficacy, social media experience, and school-based educational
programmes  significantly influence responsible digital
behaviour. Their findings also suggest that structured digital
citizenship education contributes positively to reducing harmful
online behaviours while encouraging responsible participation
in digital environments.

Although the concept of digital citizenship has matured
considerably, the literature continues to reveal differences in its
interpretation and implementation. Some studies continue to
emphasise digital literacy or online safety, whereas others
advocate broader frameworks incorporating digital ethics,
media literacy, Al literacy, digital well-being, and civic
engagement. These differing perspectives demonstrate the
continuing evolution of digital citizenship and highlight the
need for an integrated educational framework capable of
addressing the opportunities and challenges presented by
artificial intelligence.

Thematic Synthesis

The reviewed literature indicates a clear shift from viewing
digital citizenship as a set of technical skills towards
understanding it as a multidimensional educational construct.
Contemporary perspectives emphasise the integration of digital
competence, ethical reasoning, critical thinking, media literacy,
digital well-being, and Al literacy to prepare adolescents for
responsible participation in increasingly complex digital
environments. This evolution provides the conceptual
foundation for the subsequent themes discussed in the present
review.

Theme 2: Theoretical Foundations of Digital Citizenship
Education

The growing significance of digital citizenship education has
led researchers to draw upon a range of educational,
psychological, and sociocultural theories to explain how
adolescents develop responsible digital behaviours. These
theoretical perspectives provide a conceptual basis for
understanding the knowledge, attitudes, values, and
competencies required for meaningful participation in
increasingly technology-mediated societies.

Social Learning Theory (Bandura, 1977) offers one of the
earliest explanations of digital behaviour. According to this
theory, learning occurs through observation, imitation, and
interaction with others. In digital environments, adolescents
frequently observe the online behaviours of peers, teachers,
parents, influencers, and media personalities. Such observations
shape their own patterns of communication, information
sharing, and ethical decision-making. Consequently, positive
digital role models and supportive educational environments
play an important role in fostering responsible online
behaviour.

Constructivist learning theory further explains that learners
actively construct knowledge through authentic experiences and
social interaction (Piaget, 1972; Vygotsky, 1978). Digital
citizenship therefore cannot be developed solely through
theoretical instruction. Instead, learners require opportunities to
engage in collaborative activities, evaluate digital information
critically, solve real-world problems, and reflect on the ethical
implications of their online actions. Classroom discussions,
project-based learning, and collaborative digital tasks provide
meaningful contexts for developing these competencies.
Connectivism, proposed by Siemens (2005), has become
increasingly relevant in the digital age. The theory argues that
knowledge exists across networks of people, technologies, and
digital resources, and that learning involves the ability to locate,
evaluate, and connect information from multiple sources. As
adolescents increasingly rely on artificial intelligence, search
engines, and online communities for learning, the ability to
assess the credibility, accuracy, and reliability of digital
information becomes a fundamental aspect of digital
citizenship.

The emergence of artificial intelligence has also strengthened
the relevance of ethical perspectives in education. Al-powered
technologies influence information access, recommendation
systems, automated decision-making, and content generation.
Consequently, responsible engagement with Al requires
learners to understand issues such as algorithmic bias, privacy,
transparency, accountability, intellectual property, and the
ethical use of Al-generated content. These concerns position
ethics as an essential dimension of contemporary digital
citizenship education.

International competency frameworks complement these
theoretical perspectives by translating abstract concepts into
educational practice. UNESCO’s digital competency initiatives,
the OECD Learning Compass 2030, and the European Digital
Competence Framework (DigComp) collectively emphasise
critical thinking, digital competence, collaboration, ethical
reasoning, creativity, and responsible participation as essential
outcomes for learners in the twenty-first century. These
frameworks reinforce the view that digital citizenship is not
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limited to technological proficiency but represents a holistic
educational competency that integrates cognitive, social,
emotional, and ethical dimensions.

Taken together, these theoretical perspectives demonstrate that
digital citizenship education is inherently multidisciplinary. Its
successful  implementation depends upon combining
educational  theory, ethical reasoning, technological
competence, and experiential learning to prepare adolescents
for active and responsible participation in digital societies.

Thematic Synthesis

The reviewed theories collectively indicate that digital
citizenship education extends beyond acquiring technical skills.
Responsible digital participation develops through observation,
collaboration, critical inquiry, ethical reflection, and continuous
engagement with digital technologies. These theoretical
foundations provide the conceptual basis for understanding the
competencies required by adolescents in Al-mediated learning
environments and support the development of comprehensive
educational programmes that integrate technology with
responsible citizenship.

Theme 3: Core Competencies of Digital Citizenship
Education

Digital citizenship education is increasingly recognised as a
multidimensional construct comprising a range of interrelated
competencies that enable learners to participate responsibly,
ethically, and effectively in digital environments. Contemporary
educational research suggests that responsible digital
participation requires far more than technological proficiency; it
also involves cognitive, ethical, social, and emotional
competencies that support informed decision-making in
increasingly complex online spaces.

Digital literacy remains one of the foundational competencies
of digital citizenship. It enables learners to locate, access,
evaluate, create, and communicate information using digital
technologies. However, the growing volume of online
information and Al-generated content has expanded the scope
of digital literacy beyond technical skills. Adolescents must
now develop the ability to distinguish credible information from
misinformation, identify manipulated or synthetic content, and
critically evaluate digital sources before accepting or sharing
them.

Closely related to digital literacy is media and information
literacy, which equips learners with the skills to interpret digital
messages, recognise bias, understand persuasive techniques,
and assess the reliability of information across multiple media
platforms. These competencies are particularly important in an
era where algorithm-driven recommendation systems and
generative Al can rapidly amplify inaccurate or misleading
information.

Digital ethics represents another essential dimension of digital
citizenship education. Ethical digital behaviour includes
respecting intellectual property, protecting personal and others’
privacy, maintaining academic integrity, communicating
respectfully, and recognising the broader social consequences
of online actions. As artificial intelligence increasingly
influences learning, ethical awareness also extends to the

responsible use of Al-generated content, transparency in Al-
assisted work, and consideration of fairness, accountability, and
algorithmic bias.

Al literacy has emerged as a critical competency in
contemporary education. Beyond learning how to use Al tools,
adolescents need a fundamental understanding of how Al
systems generate information, the limitations of algorithmic
decision-making, potential sources of bias, and the ethical
implications of relying on intelligent technologies. Developing
Al literacy enables learners to engage with these technologies
thoughtfully rather than accepting Al-generated outputs
uncritically.

Digital well-being has also gained increasing attention within
the literature. Continuous exposure to digital technologies can
affect learners’ mental health, attention, sleep patterns, and
interpersonal relationships. Digital citizenship education
therefore encourages balanced technology use, self-regulation,
responsible online engagement, and awareness of strategies that
promote psychological well-being while reducing risks
associated with excessive digital dependence.

Collaboration and civic participation further strengthen
responsible digital citizenship. Digital environments provide
opportunities for learners to exchange ideas, participate in civic
discussions, collaborate across cultures, and contribute
positively to online communities. These experiences help
adolescents  develop communication  skills, empathy,
intercultural  understanding, and respect for diverse
perspectives, all of which are essential for meaningful
participation in democratic digital societies.

Collectively, the literature demonstrates that these
competencies are interconnected rather than independent.
Digital literacy supports critical evaluation of information;
media literacy strengthens informed judgement; ethical
reasoning guides responsible behaviour; Al literacy promotes
informed interaction with intelligent technologies; digital well-
being encourages balanced engagement; and collaboration
fosters responsible participation in online communities.
Together, these competencies form the foundation of
comprehensive digital citizenship education.

Thematic Synthesis

The reviewed literature consistently indicates that effective
digital citizenship education requires an integrated set of
competencies encompassing digital literacy, media literacy,
digital ethics, Al literacy, digital well-being, collaboration, and
civic participation. Developing these competencies equips
adolescents to navigate Al-mediated digital environments
critically, responsibly, and ethically while preparing them for
active participation in contemporary society.

Theme 4: Influence of Artificial Intelligence on Digital
Citizenship Education

Artificial intelligence (Al) has rapidly emerged as one of the
most transformative forces in contemporary education. Al-
powered technologies, including intelligent tutoring systems,
adaptive learning platforms, automated assessment tools,
learning analytics, and generative Al applications, are
increasingly integrated into teaching and learning processes.
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These innovations have expanded educational opportunities by
providing personalised learning experiences, immediate
feedback, and improved access to information. At the same
time, they have fundamentally reshaped the competencies
required for responsible participation in digital environments.
One of the most significant contributions of Al to education is
its ability to personalise learning. Al-driven systems analyse
learners’ progress, identify strengths and weaknesses, and
recommend learning pathways tailored to individual needs.
Such technologies can enhance student engagement, improve
learning outcomes, and support inclusive education by
addressing diverse learning requirements. However, these
benefits also require learners to understand how Al systems
function and to recognise that algorithmic recommendations
should complement, rather than replace, independent thinking
and human judgement.

The widespread availability of generative Al tools has
introduced new educational opportunities alongside significant
ethical challenges. Adolescents increasingly use Al applications
to generate text, solve academic problems, create images, and
obtain instant information. While these technologies can
support creativity and learning, excessive dependence on Al
may weaken critical thinking, reduce originality, and encourage
academic dishonesty if used without appropriate guidance.
Consequently, digital citizenship education must equip learners
with the ability to use Al responsibly, acknowledge Al-assisted
work where appropriate, and maintain academic integrity.
Another important concern relates to the quality and reliability
of Al-generated information. Although Al systems can produce
coherent and convincing responses, they may also generate
inaccurate, incomplete, or fabricated content. Adolescents
therefore require strong information evaluation skills to verify
facts, compare multiple sources, recognise misinformation, and
make informed decisions. Critical thinking has thus become an
essential component of digital citizenship in Al-mediated
learning environments.

Ethical issues surrounding artificial intelligence further
strengthen the importance of digital citizenship education.
Concerns regarding data privacy, algorithmic bias,
transparency, accountability, surveillance, copyright, and
intellectual property continue to receive increasing attention
within educational research and policy discussions. Learners
should therefore develop an understanding of how personal data
are collected and used, recognise potential biases within Al
systems, and appreciate the ethical responsibilities associated
with creating, sharing, and using Al-generated content.

The integration of Al also redefines the role of teachers. Rather
than serving solely as providers of information, teachers
increasingly act as facilitators who guide learners in evaluating
Al-generated content, encouraging critical inquiry, promoting
ethical technology use, and fostering responsible digital
behaviour. Similarly, parents and educational institutions play a
vital role in supporting adolescents as they navigate rapidly
evolving digital environments.

International policy frameworks increasingly recognise the
educational implications of artificial intelligence. UNESCO’s
guidance on Al in education and the OECD’s work on future-
ready competencies emphasise that Al literacy, ethical

reasoning, digital competence, and responsible participation
should become integral components of educational systems.
These frameworks reinforce the view that digital citizenship
education must evolve alongside technological advancements to
prepare learners for informed participation in Al-driven
societies.

Overall, the literature suggests that artificial intelligence should
not be viewed solely as a technological innovation but as an
educational phenomenon that reshapes how adolescents learn,
communicate, evaluate information, and participate in society.
Effective digital citizenship education must therefore integrate
Al literacy with ethical reasoning, critical thinking, digital
competence, and responsible decision-making to ensure that
learners become informed, reflective, and responsible users of
intelligent technologies.

Thematic Synthesis

The reviewed literature demonstrates that artificial intelligence
has significantly expanded the scope of digital citizenship
education. Alongside digital competence, adolescents now
require Al literacy, ethical awareness, critical evaluation skills,
and responsible decision-making to engage effectively with
intelligent technologies. These competencies are essential for
ensuring that Al serves as a tool for meaningful learning while
promoting responsible, ethical, and informed participation in
digital society.

Theme 5: Roles of Schools, Teachers, Parents, and
Policymakers in Promoting Digital Citizenship Education
The successful implementation of digital citizenship education
requires a collaborative approach involving schools, teachers,
parents, and policymakers. While adolescents acquire digital
experiences through everyday interactions with technology, the
development of responsible digital behaviour depends largely
on the guidance, support, and learning opportunities provided
by these stakeholders. Contemporary literature consistently
emphasises that digital citizenship should not be viewed as the
responsibility of a single institution but as a shared educational
commitment.

Schools provide the primary environment for cultivating digital
citizenship  competencies. Beyond integrating  digital
technologies into classroom instruction, schools are expected to
create learning environments that encourage ethical technology
use, critical thinking, responsible online communication, and
respect for diversity. Embedding digital citizenship across
different subjects rather than treating it as a separate topic
enables learners to apply these competencies in authentic
academic and social contexts. School policies related to internet
safety, responsible technology use, academic integrity, and
cyberbullying prevention further reinforce positive digital
practices.

Teachers play a central role in translating digital citizenship
concepts into meaningful classroom experiences. Their
responsibilities extend beyond teaching digital skills to
facilitating critical discussions on digital ethics, media literacy,
online safety, privacy, and artificial intelligence. Teachers also
help students evaluate Al-generated information, recognise
misinformation, and reflect on the ethical implications of using
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intelligent technologies in academic work. To fulfil these
responsibilities effectively, continuous professional
development is essential so that educators remain informed
about emerging technologies, evolving digital challenges, and
innovative pedagogical practices.

Parents and families significantly influence adolescents’ digital
behaviours outside school. As digital technologies increasingly
become part of everyday life, parental guidance remains
important in developing responsible online habits, balanced
technology wuse, and awareness of digital risks. Open
communication, appropriate supervision, and collaborative
discussions about online experiences can strengthen
adolescents’ ability to make informed and ethical decisions
while using digital technologies. Research suggests that
consistent support from both families and schools contributes
positively to responsible digital engagement and promotes
digital well-being.

Policymakers also play a crucial role in establishing supportive
educational environments for digital citizenship. National
education policies, curriculum frameworks, teacher education
programmes, and digital infrastructure influence how
effectively digital citizenship is implemented within schools. In
recent years, educational policies across many countries have
increasingly recognised the importance of digital competence,
Al literacy, cyber safety, and ethical technology use as essential
competencies for twenty-first-century learners. Policy support
is therefore necessary to ensure equitable access to digital
resources, strengthen teacher capacity, and encourage
responsible integration of artificial intelligence into education.
Collaboration among these stakeholders 1is particularly
important in the context of rapidly advancing Al technologies.
Schools, families, policymakers, and technology developers
must work together to establish clear ethical guidelines,
promote responsible Al use, safeguard learners’ privacy, and
create opportunities for adolescents to develop the critical
thinking and ethical reasoning needed for informed
participation in digital society. Such collaborative efforts
contribute to a consistent educational approach that extends

beyond the classroom into learners’ everyday digital
experiences.
Thematic Synthesis

The reviewed literature demonstrates that digital citizenship
education is most effective when schools, teachers, parents, and
policymakers work collaboratively to support adolescent
learning. Schools provide structured learning opportunities,
teachers facilitate critical engagement with digital technologies,
parents reinforce responsible behaviour at home, and
policymakers create enabling educational conditions. Their
combined efforts contribute to the development of digitally
competent, ethically responsible, and critically informed
citizens capable of participating confidently in Al-mediated
societies.

Theme 6: Challenges and Future Directions of Digital
Citizenship Education

Despite the growing recognition of digital citizenship education
as an essential component of contemporary education, its

effective implementation continues to face several challenges.
The rapid pace of technological innovation, particularly in the
field of artificial intelligence (Al), often exceeds the capacity of
educational systems to update curricula, teaching practices, and
policy frameworks. Consequently, schools and educators are
required to prepare learners for digital environments that are
continuously evolving.

One of the major challenges identified in the literature is the
uneven integration of digital citizenship into school curricula.
In many educational settings, digital citizenship is addressed
through isolated activities or short-term awareness programmes
rather than being embedded across subjects and grade levels.
Such fragmented implementation limits opportunities for
learners to develop the comprehensive knowledge, skills,
values, and attitudes required for responsible digital
participation.

Teacher preparedness represents another significant concern.
Although educators are expected to guide learners in areas such
as digital ethics, media literacy, cyber safety, and responsible
Al use, many receive limited professional training in these
emerging domains. The continuous evolution of digital
technologies further necessitates ongoing professional
development to ensure that teachers remain confident in
integrating digital citizenship education into classroom practice.
The digital divide also continues to influence equitable access
to digital citizenship education. Differences in technological
infrastructure, internet connectivity, socioeconomic conditions,
and digital resources create unequal learning opportunities
among students. These disparities may restrict adolescents’
ability to develop digital competencies and participate
effectively in technology-supported educational environments.
Addressing issues of accessibility and inclusion therefore
remains essential for promoting equitable digital citizenship.
The emergence of generative Al has introduced additional
educational and ethical challenges. Concerns related to
misinformation,  plagiarism, copyright, data privacy,
algorithmic bias, transparency, and excessive reliance on Al-
generated content require new approaches to teaching and
learning. Adolescents need opportunities to develop critical
thinking, information evaluation skills, and ethical reasoning so
that they can use Al responsibly while maintaining academic
integrity and independent judgement.

Another challenge identified in the literature is the limited
availability of comprehensive conceptual models that integrate
digital citizenship with Al literacy, digital ethics, media
literacy, and digital well-being. Existing frameworks often
focus on individual dimensions without adequately reflecting
the interconnected nature of these competencies. This
fragmentation makes it difficult for educators and policymakers
to design coherent educational programmes that respond to the
realities of Al-mediated learning environments.

Looking ahead, future research should explore the effectiveness
of digital citizenship programmes across different educational
contexts and cultural settings. Longitudinal studies examining
the development of digital citizenship competencies over time
would provide valuable insights into how adolescents adapt to
emerging technologies. Comparative studies involving different
countries and educational systems may also contribute to a
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broader understanding of effective implementation strategies.
Furthermore, future investigations should examine the impact
of generative Al on learning behaviours, ethical decision-
making, digital well-being, and educational outcomes.

The present review addresses several of these concerns by
synthesising diverse strands of literature and proposing a
conceptual  framework that integrates contemporary
perspectives on digital citizenship education. Such an integrated
approach may assist researchers, educators, curriculum
developers, and policymakers in designing educational
initiatives that prepare adolescents for responsible participation
in increasingly Al-driven societies.

Thematic Synthesis

The literature indicates that digital citizenship education is
evolving within a rapidly changing technological landscape
characterised by both significant opportunities and complex
challenges. Curriculum integration, teacher preparedness,
equitable access, ethical AI use, and coherent educational
policies remain central priorities for future development.
Strengthening these areas will be essential for ensuring that
adolescents develop the competencies required to participate
responsibly, critically, and ethically in digital societies shaped
by artificial intelligence.

4. Synthesized Conceptual Framework

The integrative review demonstrates that digital citizenship
education in the age of artificial intelligence extends beyond the
development of digital skills. Rather, it represents a
multidimensional  educational process that integrates
knowledge, values, competencies, ethical reasoning, and
responsible participation within technology-mediated learning
environments. Drawing upon the synthesis of theoretical
perspectives, empirical evidence, and international competency
frameworks, the present study proposes a conceptual
framework that explains the interrelationships among the major
components influencing digital citizenship education among
adolescents.

The proposed framework is
interconnected dimensions.

The first dimension, Foundational Educational Context,
represents the broader environment within which digital
citizenship develops. This includes schools, families,
communities, educational policies, curriculum frameworks, and
technological infrastructure. These contextual factors provide
adolescents with opportunities to acquire digital experiences
while simultaneously shaping their attitudes, behaviours, and
patterns of technology use.

The second dimension, Core Digital Citizenship
Competencies, comprises the essential competencies identified
throughout the reviewed literature. These include digital
literacy, media and information literacy, Al literacy, digital
ethics, digital well-being, critical thinking, communication,
collaboration, and civic participation. Rather than functioning
independently, these competencies interact continuously to
support informed, ethical, and responsible engagement within
digital environments.

organised around five

The third dimension, Artificial Intelligence as a
Transformative Influence, acknowledges Al as an increasingly
important factor shaping educational experiences. Al-powered
technologies create opportunities for personalised learning,
creativity, accessibility, and knowledge construction while
simultaneously introducing concerns related to misinformation,
algorithmic bias, privacy, copyright, transparency, and
academic integrity. Consequently, Al functions not merely as a
technological tool but as a contextual influence that reshapes
the competencies required for responsible digital citizenship.
The fourth dimension, Educational Stakeholder Support,
highlights the collaborative roles of teachers, parents, schools,
policymakers, and educational institutions in fostering
responsible digital behaviour. Schools provide structured
learning opportunities, teachers facilitate ethical and critical
engagement with technology, parents reinforce responsible
digital practices beyond the classroom, and policymakers
establish supportive educational frameworks that enable
effective implementation of digital citizenship education.

The fifth dimension, Educational Outcomes, represents the
expected outcomes of effective digital citizenship education.
These include responsible digital participation, ethical decision-
making, critical evaluation of digital information, responsible
use of artificial intelligence, digital resilience, academic
integrity, psychological well-being, and active civic
engagement. Collectively, these outcomes prepare adolescents
to participate confidently and responsibly in increasingly Al-
mediated societies.

The framework also illustrates the dynamic relationships among
these dimensions. Foundational educational contexts influence
the development of digital citizenship competencies, while Al
continuously reshapes both educational practices and
competency requirements. Educational stakeholders strengthen
this developmental process through guidance, instruction, and
policy support. Together, these interconnected dimensions
contribute to the development of responsible, ethical, digitally
competent, and Al-literate adolescents.

Unlike earlier models that primarily emphasised digital literacy
or internet safety, the present framework integrates
contemporary perspectives on Al literacy, digital ethics, digital
well-being, and stakeholder collaboration within a single
conceptual structure. By bringing together these complementary
dimensions, the framework provides a comprehensive
foundation for curriculum development, teacher education,
educational policy, and future empirical research on digital
citizenship education in the age of artificial intelligence.

Significance of the Proposed Framework

The synthesized conceptual framework contributes to the
literature in several ways. First, it integrates fragmented areas
of research into a coherent educational model. Second, it
recognises artificial intelligence as a transformative influence
rather than treating it as an isolated technological development.
Third, it highlights the collaborative responsibilities of
educational stakeholders in promoting responsible digital
citizenship. Finally, the framework offers practical guidance for
researchers, curriculum developers, teacher educators, and
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policymakers seeking to strengthen digital citizenship education
within contemporary educational systems.

5. DISCUSSION

The present integrative review highlights that digital citizenship
education has undergone a significant transformation in
response to rapid technological advancements and the
widespread adoption of artificial intelligence (Al). Earlier
conceptualisations primarily focused on digital access,
technological competence, and safe internet practices.
However, the contemporary literature indicates that digital
citizenship has evolved into a multidimensional educational
construct encompassing digital literacy, media literacy, Al
literacy, digital ethics, critical thinking, digital well-being, and
responsible civic participation. This shift reflects the growing
recognition that adolescents require a broader set of
competencies to participate responsibly in increasingly complex
digital environments.

The findings of the review demonstrate that artificial
intelligence has fundamentally reshaped the scope of digital
citizenship education. Al-powered technologies have enhanced
opportunities ~ for  personalised  learning,  creativity,
collaboration, and access to educational resources.
Simultaneously, they have introduced new ethical and
educational ~ concerns, including  algorithmic  bias,
misinformation, plagiarism, copyright issues, privacy risks, and
excessive dependence on Al-generated content. These
developments suggest that responsible engagement with Al
should become an integral component of digital citizenship
education rather than being treated as a separate area of digital
learning.

The synthesis further indicates that digital citizenship cannot be
developed through technology instruction alone. The reviewed
literature consistently emphasises the importance of integrating
ethical reasoning, critical evaluation of digital information,
responsible communication, and digital well-being within
educational programmes. These findings support earlier
theoretical perspectives proposed by Ribble (2015), UNESCO,
and the OECD, while extending them by recognising Al
literacy as an increasingly essential competency for
contemporary learners.

Another important finding is the collaborative nature of digital
citizenship education. Schools, teachers, parents, and
policymakers each contribute to creating environments that
encourage responsible technology use. While schools provide
structured learning experiences, teachers facilitate critical
inquiry and ethical reflection, parents reinforce responsible
digital practices beyond the classroom, and policymakers
establish supportive educational frameworks. The review
therefore suggests that effective digital citizenship education
depends upon coordinated efforts among multiple stakeholders
rather than isolated classroom interventions.

The synthesized conceptual framework proposed in this study
represents the principal contribution of the review. Unlike many
existing models that emphasise individual dimensions such as
digital literacy or internet safety, the proposed framework
integrates educational context, core competencies, artificial
intelligence, stakeholder responsibilities, and expected

educational outcomes within a single conceptual model. This
integrated perspective provides a clearer understanding of the
relationships among these components and offers a foundation
for curriculum development, teacher education, educational
policy, and future empirical investigations.

The findings also have particular relevance for educational
systems undergoing digital transformation. In India, initiatives
such as the National Education Policy (NEP) 2020, the National
Curriculum Framework (NCF), Digital India, and technology-
enabled learning initiatives reflect an increasing emphasis on
digital competence and responsible technology use. Integrating
Al literacy and digital citizenship within these reforms may
strengthen adolescents’ ability to navigate digital environments
critically, ethically, and responsibly while preparing them for
active participation in an increasingly knowledge-based society.
Overall, the review demonstrates that digital citizenship
education should be viewed as a continuous educational process
rather than a collection of isolated digital skills. As artificial
intelligence continues to influence learning, communication,
and civic participation, educational institutions must adopt
comprehensive approaches that integrate technological
competence with ethical responsibility, critical thinking, and
human values. Such an approach will better equip adolescents
to engage confidently and responsibly with emerging
technologies while contributing positively to digital society.

6. Educational Implications

The findings of the present integrative review have important
implications for educational practice, teacher education,
curriculum development, policymaking, and future research. As
artificial intelligence continues to transform educational
environments, digital citizenship education must evolve beyond
the teaching of basic digital skills to promote responsible,
ethical, and informed participation in digital society.

Implications for Curriculum Development

The review highlights the need to integrate digital citizenship
education across the school curriculum rather than treating it as
an isolated topic. Curriculum frameworks should incorporate
digital literacy, Al literacy, media and information literacy,
digital ethics, online safety, critical thinking, and digital well-
being as interconnected learning outcomes. Such an integrated
approach will enable adolescents to develop the competencies
required for responsible participation in technology-mediated
learning environments.

Implications for Teacher Education

Teachers play a central role in developing responsible digital
citizens. Pre-service and in-service teacher education
programmes should therefore include training in digital
citizenship, artificial intelligence, digital ethics, media literacy,
and responsible  technology integration.  Continuous
professional development is essential to ensure that teachers
remain informed about emerging technologies and are equipped
to guide students in the ethical and critical use of Al-powered
tools.
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Implications for Educational Policy

The findings emphasise the importance of policy support for the
effective implementation of digital -citizenship education.
National and institutional policies should promote equitable
access to digital technologies, encourage the ethical integration
of artificial intelligence in education, strengthen data privacy
and cybersecurity measures, and support the inclusion of digital
citizenship competencies within curriculum frameworks. Such
policy initiatives can contribute to creating safe, inclusive, and
responsible digital learning environments.

Implications for Schools and Families

Digital citizenship education is most effective when schools and
families work collaboratively. Schools should establish clear
guidelines for responsible technology use while creating
opportunities for students to engage in critical discussions on
digital ethics, online behaviour, and Al-assisted learning.
Parents can reinforce these efforts by encouraging balanced
technology use, promoting open communication about online
experiences, and modelling responsible digital behaviour at
home. Consistent collaboration between schools and families
can strengthen adolescents’ digital competence and well-being.

Implications for Future Research

The review identifies several areas that warrant further
investigation. Future studies may empirically examine the
effectiveness of digital citizenship programmes across different
educational contexts, investigate adolescents’ Al literacy and
ethical decision-making, and explore the long-term impact of
artificial intelligence on learning, digital well-being, and
responsible online participation. Comparative and longitudinal
studies may also provide deeper insights into the development
of digital citizenship competencies across diverse cultural and
educational settings.

Overall, the findings suggest that digital citizenship education
should be regarded as a fundamental component of twenty-first-
century education. Integrating digital competence with ethical
reasoning, Al literacy, critical thinking, and collaborative
stakeholder support can better prepare adolescents to participate
responsibly and confidently in an increasingly Al-driven digital
society.

7. Limitations of the Study

The present study has certain limitations that should be
considered while interpreting its findings. First, the review is
based exclusively on published secondary sources, including
peer-reviewed journal articles, books, book chapters, policy
documents, and recognised international frameworks.
Consequently, the findings are dependent upon the quality,
scope, and availability of the existing literature.

Second, only publications available in the English language
were included in the review. Relevant studies published in other
languages may therefore not be represented within the
synthesis.

Third, although literature was retrieved from multiple
recognised academic databases and repositories, some relevant
studies indexed in other databases or unpublished scholarly
works may not have been included. The rapidly evolving nature

of artificial intelligence also means that new evidence continues
to emerge, requiring periodic updates to the present synthesis.
Finally, the proposed conceptual framework is derived from an
integrative synthesis of existing literature and has not been
empirically validated. Future research may examine the
applicability and effectiveness of the framework across diverse
educational settings and cultural contexts through quantitative,
qualitative, or mixed-method investigations.

Despite these limitations, the study provides a comprehensive
synthesis of contemporary literature and offers a conceptual
foundation for future research, curriculum development, teacher
education, and educational policymaking related to digital
citizenship education in the age of artificial intelligence.

8. CONCLUSION

Digital citizenship education has become an essential
component of contemporary education as adolescents
increasingly engage with artificial intelligence and digitally
mediated learning environments. The present integrative review
demonstrates that responsible digital participation extends
beyond the acquisition of technological skills to include ethical
reasoning, critical thinking, media and information literacy, Al
literacy, digital well-being, collaboration, and civic
responsibility.

The synthesis of theoretical perspectives, empirical studies, and
international policy frameworks indicates that artificial
intelligence has significantly expanded both the opportunities
and the challenges associated with digital citizenship education.
While Al enhances personalised learning, accessibility, and
innovation, it also raises important concerns related to
misinformation, privacy, algorithmic bias, academic integrity,
and ethical technology use. These findings reinforce the need
for educational approaches that integrate technological
competence with human values and responsible decision-
making.

A major contribution of the present study is the development of
a synthesized conceptual framework that brings together
educational context, core competencies, the influence of
artificial intelligence, stakeholder responsibilities, and expected
educational outcomes within a single integrated model. This
framework provides a conceptual basis for curriculum design,
teacher education, educational policy, and future empirical
research while responding to the evolving demands of Al-
mediated education.

As digital technologies continue to evolve, digital citizenship
education should likewise remain dynamic and responsive.
Preparing adolescents to become informed, ethical, critically
aware, and responsible digital citizens require sustained
collaboration among educators, families, policymakers,
researchers, and technology developers. Strengthening these
collaborative efforts will not only enhance digital competence
but also contribute to the development of inclusive, ethical, and
resilient digital societies capable of responding responsibly to
future technological change.
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