Int. Jr. of Contemp. Res. in Mullti. PEER-REVIEWED JOURNAL Volume 5 Issue 5 [Sep-Oct] Year 2026

of
Contemporary Research

Multidisciplinary

Research Article

Legal Issues in E-Commerce Regulation and Consumer Data
Protection in India

Chandan Singh ', Dr. Prahalad 2
'Research Scholar, IEC School of Law, IEC University, Himachal Pradesh, India
2 Supervisor, Associate Professor, IEC School of Law, IEC University, Himachal Pradesh, India

Corresponding Author: * Chandan Singh DOI: https://doi.org/10.5281/zenod0.22687005

Abstract Manuscript Information
Fast growth in electronic commerce in India has exceeded the existing regulatory regime ISSN No: 2583-7397
created to govern traditional trade operations, which has led to an inconsistent set of laws Received: 11-08-2026
consisting of the Information Technology Act of 2000, the Consumer Protection Act of 2019, Accepted: 05-09-2026
the Consumer Protection (E-Commerce) Rules of 2020, competition laws, sectoral instructions Published: 10-09-2026

. = : LJCRM:5(5); 2026: 140-145
of the Reserve Bank of India, and recently passed Digital Personal Data Protection Act, 2023. ©2026, All Rights Reserved
This research carries out doctrinal ‘ exa}minat.ion of Fh@ legal framework that governs e- Plagia;ism Checked: Yes
commerce and consumer d?ta protection in India, describing the deyelopment of the regulatory Peer Review Process: Yes
regime from the intermediary liability provisions of the Information Technology Act to the
rights-based framework of the new data protection law. It is going to explore the constitutional How to Cite this Article
foupdatlons Qf the right to 1nf0rrr}at10nal privacy in the landmark case of KS Puttaswamy v. . gh C, Prahalad. Legal Tssues in E-
Union of India, consumer protection mles that apply to e-commerce companies, as well as the Commerce Regulation and Consumer
problems of competition law that arise due to the dominance of online platforms and their pata  Protection in India. Int J

algorithms. This paper draws attention to persistent gaps in the regulatory framework, Contemp Res Multidiscip.
including insufficient law enforcement, ambiguous regulations on cross-border data flows, and = 2026;5(5):140-145.

the absence of consistent e-commerce law, and is followed by several suggestions on how to Access this Article Online
improve the situation. OF=rtry

= . ipyl, i
ey 0ol L0
el T Terce

www.multiarticlesjournal.com

KEYWORDS: E-commerce regulation, consumer protection, data protection, intermediary, liability.

140 © 2026 Chandan Singh, Dr. Prahalad. This is an open-access article distributed under the terms of the Creative Commons Attribution 4.0 International License
(CC BY NC ND).https://creativecommons.org/licenses/by/4.0/



https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.5281/zenodo.22687005

Int. Jr. of Contemp. Res. in Multi.

PEER-REVIEWED JOURNAL

Volume 5 Issue 5 [Sep-Oct] Year 2026

1. INTRODUCTION

In less than two decades, internet commerce has grown from a
secondary means of business transaction into the primary
marketplace for goods and services in India. The convenience
with which catalogues can be accessed via mobile devices, the
delivery of the purchases right at their doorsteps and the huge
discounts that have been introduced through e-commerce
platforms have contributed to the creation of a society where
millions of transactions take place every day without any buyer
or seller meeting each other. However, this change has not
always been accompanied by changes in the legal framework
within which such transactions are conducted. For most part of
the past twenty years, the regulation of e-commerce in India has
been done through legislations that were not intended for that
purpose: the Technology Act of 2000 which was enacted to
provide legitimacy to electronic records, consumer protection
legislations made for traditional business and various orders
from regulators who lacked jurisdiction over online commerce.
However, the problem of regulatory vacuum has been sort-of
solved by two important pieces of legislations enacted in the
past decade: the Consumer Protection Act, 2019 along with the
Consumer Protection (E-Commerce) Rules, 2020 and the
Digital Personal Data Protection Act, 2023. While the former
legislation sought to subject e-commerce companies to
consumer protection rules by making some specific disclosures
and creating some mechanisms to resolve disputes and limit
fraudulent activities in digital markets.

However, the latter which was passed after consultations and
reports through various committees and draft legislations, has
finally provided India with an omnibus data protection
legislation which superseded the fragmented legislations of
section 43A of IT Act, 2000".

I1. Evolution of E-Commerce Regulation in India

The origin of legislation on e-commerce in India may be traced
to the Information Technology Act, 2000, which was enacted
basically to accord legal validity to electronic records and
digital signatures and to facilitate filing of documents
electronically with government institutions?>. However, it was
not formulated with an eye on the contemporary digital
commerce sphere, with the central theme of the act being the
legal recognition of electronic contracts and punishment for
cybercrimes. Ultimately, the act became the key law dealing
with intermediary liability, data protection, and cybercrimes
associated with internet commerce for over a decade.

Section 43 A of the amended act in 2008 placed civil liability on
corporations for failure to protect sensitive personal data using
appropriate security practices, and this section and the Rules of

! Digital Personal Data Protection Act, 2023 (Act No. 22 of 2023), s.
4 read with s. 6, establishing consent as the primary lawful basis for
processing personal data, subject to the exceptions in s. 7 for
"legitimate uses".
2 The Information Technology Act, 2000 (Act No. 21 of 2000),
Preamble and s. 4.

2011 were the only binding requirement for data protection in
online businesses in India®.

A further round of regulation came with the rapid growth of
horizontal and vertical markets from 2014 to 2019. The advent
of international ventures into the Indian retail industry made the
domestic retailers concerned about the practices of predatory
pricing and deep discounts with the help of venture capital
investments, along with the blurred distinction between
marketplace and inventory-based e-commerce model.

No legislation was adopted by the Government; however, the
Government once again amended the Consolidated Foreign
Direct Investment Policy to ensure that the foreign funded
marketplace companies avoid price influences and exclusive
deals with the vendors, which can be considered as one of the
examples of regulation wherein intervention in structural issues
was made through investment conditionalities.*

The third and the most crucial development was initiated by the
passing of the Consumer Protection Act, 2019, which is a
unique legislation that distinguishes e-commerce as a distinct
form of business in consumer protection laws. Consequently,
the Digital Personal Data Protection Act, 2023, was introduced
to create an adequate data protection regime for India after
many expert committee recommendations from 2012.

I1I. Legal Framework Governing E-Commerce

A. Information Technology Act, 2000 and Intermediary
Liability

Safe Harbor as enshrined in Section 79 of the IT Act still serves
as the cornerstone of the liability structure of most e-commerce
firms. The intermediary, which can be defined as someone who
manages the markets, payment gateways, and logistics
aggregators, will not be responsible for any information
originating from third parties through its platform, so long as it
exercises due diligence and did not initiate the transfer of such
information®.

In the case of Shreya Singhal v. Union of India, the safe harbor
provision was interpreted by the Supreme Court. In this case,
section 66A was ruled to be unconstitutional on grounds of
vagueness, while the safe harbor provision survived because it
stated that an intermediary would act on receipt of actual notice
from court or the government and not on complaints®.

The Intermediary Guidelines and Digital Media Ethics Code
Rules of 2021 subsequently elaborated on the due diligence
obligations, mandating that all intermediaries publish their own
regulations and privacy policies, designate a grievance officer,
and remove any illegal content within specified time limits;
otherwise, the protection afforded by section 79 is forfeited’.

3 The Information Technology Act, 2000, s. 43A (inserted by the
Information Technology (Amendment) Act, 2008).

4 Ministry of Commerce and Industry, Department for Promotion of
Industry and Internal Trade, Consolidated FDI Policy Circular of 2020,
para 5.2.15.2.

3> The Information Technology Act, 2000, s. 2(1)(w).

¢ Shreya Singhal v. Union of India, (2015) 5 SCC 1.

7 Information Technology (Intermediary Guidelines and Digital Media
Ethics Code) Rules, 2021, r. 3(1)(b) and r. 3(2).
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B. Consumer Protection Act, 2019 and the E-Commerce
Rules, 2020

The Consumer Protection Act of 2019 marked a doctrinal
transformation by explicitly acknowledging electronic
transactions as commerce, defining e-commerce as the buying
and selling of goods and services via a digital network, thereby
dispelling any uncertainty about the necessity of consumer
protection for online transactions®.

The rules laid down by this bill passed in July 2020
differentiate between inventory-based and marketplace-based e-
commerce firms, laying down different obligations for both
categories. Each e-commerce platform must have an appointed
grievance officer, disclose the product price in addition to other
charges, provide details about the origin of the country, and not
manipulate search results in favor of its own sellers®.

Market traders have a duty to truthfully represent their products,
abide by the conditions of the exchange and/or return that are
offered to them at the time of sale, and not to indulge in
unethical dealings, which include refusal of returns'’. It is clear
that the regulation of dark pattern interfaces has advanced even
further with the publication of new guidelines that classify the
dark patterns in thirteen different kinds, from urgency scams to
mandatory service continuity in subscription models, which
used to be just a suggestion in the legislation as an unfair
business practice'!.

The other contentious issue pertains to the extent to which a
marketplace company ought to be accountable for the flaws in
the products sold by a third-party vendor. It can be inferred
from the Regulations that a marketplace company does not
operate as the seller and so cannot bear the responsibilities of a
seller; nonetheless, it is still required to ensure that the seller
provides an adequate grievance process and refrains from
engaging in any unfair trading practices.

C. Foreign Investment Policy and Structural Regulation
Investment in e-commerce may only be undertaken via the
automatic route, and that too only in accordance with the
marketplace mode, according to which a marketplace
containing foreign investments cannot control the stock of
products being sold on its website, neither does it have the
authority to force the sellers to use their marketplace for selling
those products alone. Even though this concerns an issue of
investment and not trade, yet it has become the most important
tool in the hands of the Government for distinguishing the two
modes.

D. Competition Law Dimensions

The Competition Commission of India has become actively
involved in regulating the conduct of e-commerce business,
examining the claims pertaining to the implementation of price
parity clauses by prominent travel and hospitality websites that
prevented hotels from selling their services at a reduced cost

8 The Consumer Protection Act, 2019 (Act No. 35 0f2019), s. 2(16).

9 Consumer Protection (E-Commerce) Rules, 2020, r. 4.

19 Consumer Protection (E-Commerce) Rules, 2020, r. 5(3).

! Central Consumer Protection Authority, Guidelines for Prevention
and Regulation of Dark Patterns, 2023, cl. 4.

through any other route, and examining whether the terms of
service of a prominent website constituted market dominance'?.

In what was a well-publicized instruction regarding the 2021
amendments to the privacy policy of the messaging app, the
Commission ordered an investigation into whether the bundling
of data-sharing terms with access to the service amounted to the
imposition of unfair conditions under Section 4 of the
Competition Act 2002'3.

However, there is one other issue that is not connected with the
use of technology but has a connection with the theme of the
topic that has come up due to the decision made by the
Commission, that viewing the requirement for installing
applications on the Android operating system as a case of abuse
of dominance!*.

IV. Consumer Data Protection Regime

A. Constitutional Foundation: The Right to Privacy

The constitutional validity of consumer data protection in India
is supported by the judgment delivered unanimously by a nine-
judge bench in K.S. Puttaswamy v. Union of India that
recognized the right to privacy as an essential part of the rights
to life and personal liberty guaranteed under Article 21 of the
Constitution. Although this ruling was independent of the e-
commerce industry, the doctrine of informational privacy,
especially the concept of control over dissemination of one’s
personal information, played a pivotal role in shaping the
language used in the Digital Personal Data Protection Act!,
Justice B.N. Srikrishna’s Committee of Experts established
after the Puttaswamy ruling laid down the basic tenets that were
supposed to guide a future data protection law, such as consent,
purpose limitation, data minimization, and accountability
among others, which were ultimately expressed in a modified
way in the 2023 Act ',

B. The Digital Personal Data Protection Act, 2023

Personal Data encompasses all information related to an
individual that can be identified by or associated with such
information, aiming to include various identifiers like mobile
phone numbers and online browsing histories, which e-
commerce entities typically collect. The handling of personal
data is typically permitted based on consent, which must be
freely provided, specific, informed, unconditional, and

12 Competition Commission of India, In Re: Federation of Hotel &
Restaurant Associations of India v. MakeMyTrip India Pvt. Ltd., Case
No. 14 0f 2019.

13 Competition Commission of India, order dated 25 January 2022 in
Suo Motu Case No. 01 of 2021, In Re: Updated Terms of Service and
Privacy Policy for WhatsApp Users, directing an investigation under s.
26(1) of the Competition Act, 2002.

14 Competition Commission of India, order dated 20 October 2022 in
Case No. 39 of 2018, In Re: Umar Javeed v. Google LLC.

15 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2019) 1 SCC 1
(the Aadhaar judgment), paras 638-641.

16 Justice B.N. Srikrishna Committee, A Free and Fair Digital
Economy: Protecting Privacy, Empowering Indians, Report of the
Committee of Experts on Data Protection Framework for India (2018)
6-9.
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unequivocal; however, there are various situations termed
"legitimate uses" where consent is unnecessary, such as
voluntarily supplying one’s own data for a specific purpose and
complying with a judicial mandate.

Data Fiduciary refers to an overarching term for an entity,
commonly understood in the e-commerce domain as a
marketplace or platform operator, which bears several
responsibilities, including maintaining the accuracy of personal
data, implementing reasonable measures to safeguard personal
data, and informing both the Data Protection Board of India and
the data principal in the event of a personal data breach. The
suggested legislation establishes a Data Protection Board of
India as the principal authority endowed with enforcement
capabilities, such as investigating non-compliance cases and
imposing penalties; however, the Board's structure and
appointment process, predominantly governed by the executive,
have faced scrutiny regarding its institutional independence.
The act states that the maximum fine for any breach of the
security safeguard rules is 250 crore rupees, less than what is
imposed based on turnover in case of a breach of the General
Data Protection Regulation of the EU but much higher than the
compensation structure set up in Section 43A of the
Information Technology Act.

This act offers greater protection for personal data of children
as per its rules, which specify that no data processing can be
done without confirmed parental consent and prohibits
behavioral monitoring or targeted marketing for minors, an
important feature of the e-commerce industry with regard to
products for children, either direct or indirect through parents'
gadgets, including toys, educational material, apparels, and
games'’.

These include the right of data subjects to have access to
information on the processing of their personal data, the right to
have such data corrected or erased, and the right to complain,
along with the right to appoint another person to claim these
rights in case of death or incapacity, an appointment procedure
without any parallel in the corresponding foreign laws '8,

C. Cross-Border Data Transfer and Data Localisation
Unlike the adequacy-based model provided in the European
regulation, the Act uses what essentially amounts to a restrictive
list model, allowing the transfer of personal data out of India to
all other nations save for those expressly notified as such by the
Central Government, a decision which gives the executive
much flexibility but not much certainty to e-commerce firms
using offshore cloud services.

The rules notified in 2025 in respect of the Act place even
stricter responsibilities on the entities that are classified as
Significant Data Fiduciaries, which include conducting data
protection impact assessments and data audits, a group within
which the major Indian e-commerce firms will definitely fall'®.

17 Digital Personal Data Protection Act, 2023, s. 9.

18 Digital Personal Data Protection Act, 2023, ss. 11-14.

19 Ministry of Electronics and Information Technology, Digital
Personal Data Protection Rules, 2025, r. 14.

VI. Challenges and Gaps in the Current Regime

However, despite these achievements in legislation within the
last five years, there are still some structural deficiencies with
respect to the regulation framework for e-commerce and data
protection in India.

First of all, there is still a problem of the lag between legislative
achievements and enforcement capabilities; the Data Protection
Board of India was only constituted after the provisions were
notified in November 2025, more than two years after the law
was approved by the president®.

The second issue is the fragmentation of regulatory jurisdiction
among the Ministry of Electronics & IT, the Ministry of
Consumer Affairs, the Competition Commission of India, and
the Reserve Bank of India in matters pertaining to payment
systems that results in overlaps in compliance requirements and
sometimes even conflicting regulatory messages especially
when the same behavior, like a complex pricing algorithm,
creates multiple legal issues.

Third, issues have been raised regarding the independence of
the Data Protection Board, because its members will be
appointed by the Central Government, and their terms of
service will be governed by rules made by the same
Government, which experts say weakens the Board’s ability to
decide independently against the State as a data fiduciary?!.
Fourth, the amendment to the Right to Information Act of 2005
by the 2023 Act, wherein all personal information is now
exempt from disclosure, without the erstwhile requirement of a
public interest balancing test, has faced criticism because of its
possible abuse for concealing information about the functioning
of public authority, which is only tangentially connected to e-
commerce but exemplifies the general conflicts created by the
Act?,

Fifth, the issue of pricing by algorithms and interface designs
that are manipulative in nature is something that still remains at
a problematic space where consumer protection and data
protection intersect; although the 2023 guidelines on dark
patterns are significant, they have lacked in enforcement
through sanctions in practice, which means that to date the
deterrent factor has been lacking in its application.

Sixth, the lack of a comprehensive legislation on e-commerce
creates a compliance requirement where the platform will have
to be in conformity not only with the IT Act but also with the
subordinate legislations such as the Consumer Protection Act
and 2020 Rules, the relevant provisions of sector-specific
foreign investments, competition law, and now with the Digital
Personal Data Protection Act.

VII. Comparative Perspective

However, the benchmark for analysis of the Indian Act is still
the EU General Data Protection Regulation, since it highlights
the main criteria of legality, equity, transparency, purpose
limitation, and data minimization, which are mostly reflected in

20 Digital Personal Data Protection Act, 2023, s. 1(2).

21 Apar Gupta, "The Data Protection Board: An Unfinished Institution"
(2024) 4 Indian Journal of Law and Technology 45, 47-49.

22 Digital Personal Data Protection Act, 2023, s. 44(3), amending s.
8(1)(j) and the Second Schedule of the Right to Information Act, 2005.
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the Indian Act, although it is stated rather briefly. However, an
important difference can be made regarding the nature of the
right to erasure because while the right to erasure in EU
regulation provides a comprehensive right to be forgotten, in
India, the right can be exercised when withdrawing consent or
ending processing purpose.

The US has been traditionally avoiding having a federal act on
the protection of personal data in favor of the sectoral one,
while some of the states like California adopt the acts similar to
Indian one, which Indian Parliament chose not to imitate.

Indian regulation that lies between the detailed rights-based
approach used in Europe and the sectoral approach used in the
US aims at making it easier for Data Fiduciaries to comply with
the rules through aspects such as limited list for cross-border
transfer or smaller number of exceptions in case of ordinary
Data Fiduciaries compared with Significant Data Fiduciaries®.

VIII. Suggestions and Recommendations

Based on the above discussion, the following reforms may be

considered for enhancing the legal regime regulating e-

commerce activities and protecting the data of consumers in

India.

1. The structure of the Data Protection Board of India needs
to be revised or a new method of appointment needs to be
adopted to ensure an independent selection process, thus
making it more autonomous while deciding cases where
the State acts as a data fiduciary.

2. A one-window regulatory framework, or at least a
coordination procedure, needs to be introduced between
the Ministry of Electronics & Information Technology,
Ministry of Consumer Affairs, Competition Commission
of India and the Reserve Bank of India to avoid
duplications and even conflicts in compliance requirements
placed on the e-commerce platforms.

3. The guidelines on dark patterns need to be enacted by
amending the Consumer Protection (E-Commerce) Rules,
2020, by introducing penalty provisions against specified
dark patterns in e-commerce?*.

4. It will be necessary to adopt a risk-based approach for
compliance by micro and small e-commerce entities under
the Digital Personal Data Protection Act, depending on the
volume and sensitivity of personal data processing, in
order to avoid making compliance a de facto entry barrier
for smaller local players.

5. The framework regulating cross-border data transfer ought
to adopt a process that is both clear and based on criteria
for informing about restricted jurisdictions, with
accompanying explanations, thereby allowing e-commerce
entities to have clearer direction while designing their data
architecture.

23 California Consumer Privacy Act of 2018, Cal. Civ. Code s.
1798.100 et seq., as amended by the California Privacy Rights Act of
2020.

24 Chandrasekharan, Renuka, "Dark Patterns in Indian E-Commerce:
Regulatory Responses and Gaps" (2023) 15 Journal of Indian Law and
Society 201, 214-216.

6. The Consumer Protection (E-Commerce) Rules, 2020 need
to be modified such that specific situations where
marketplace entity becomes responsible for defective
product sold by third-party seller are spelled out clearly.

7. Capacity building and technical training sessions must be
conducted periodically for the members of the Data
Protection Board and the adjudicators sitting in consumer
fora who would deal with the technical aspects of
algorithmic decision making/data processing that would
become increasingly relevant in cases of e-commerce.

IX. CONCLUSION

From a regulatory perspective, the landscape of e-commerce
and data protection in India has evolved over the past decade
from a legal framework primarily reliant on a technology
statute not designed for e-commerce oversight to a significantly
more sophisticated regime featuring consumer protection
regulations, a  well-defined jurisprudence concerning
competition law, and, most recently, a comprehensive data
protection law grounded in the constitutional assurance of the
right to privacy. This advancement is noteworthy; specifically,
the Digital Personal Data Protection Act, 2023 emerged from
the legislative journey initiated by the Puttaswamy ruling and
the Srikrishna Committee's findings, establishing, for the first
time, a coherent framework of rights and obligations pertinent
to the digital economy.

Conversely, as highlighted in this document, certain
deficiencies persist within the existing legal framework. For
instance, law enforcement bodies possess inadequate resources,
jurisdictional authority is dispersed across multiple ministries
and regulatory bodies, and novel challenges stemming from
emerging practices like price discrimination or user interface
manipulation complicate the established regulatory language,
which was formulated with conventional unfair trade practices
in consideration. Ultimately, the efficacy of India's e-commerce
and data protection legislation hinges not on the aspirational
nature of its statutory provisions, but rather on the consistency
of its enforcement by the existing institutions.
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