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Abstract

The rapid proliferation of social media platforms and digital technologies has fundamentally
transformed how young people engage with information, construct identities, and interact with
others, yet ethics education has struggled to keep pace with these changes. This paper
examines the intersection of digital citizenship, moral responsibility, and educational practice
in an era characterized by algorithmic influence, disinformation, and evolving online
behaviors. Drawing on recent empirical research and theoretical frameworks from cyber
psychology, media studies, and educational philosophy, the paper argues that traditional
approaches to digital citizenship education—focused primarily on risk avoidance and rule
compliance—are insufficient for addressing the complex ethical challenges young people face
online. Instead, it proposes a reimagined framework for ethics education that integrates critical
media literacy, moral reasoning development, and attention to the sociotechnical contexts that
shape online behavior. The paper synthesizes findings from international studies demonstrating
the effectiveness of comprehensive digital citizenship education in fostering ethical social
media behavior, while also identifying persistent gaps between educational provision and
youth experiences. It concludes with recommendations for educators, policymakers, and
researchers seeking to cultivate morally responsible digital citizens capable of navigating the
challenges and opportunities of contemporary online environments.
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1. INTRODUCTION
The philosopher Hannah Arendt once argued that genuine
global citizenship was unattainable, as citizenship remains
intrinsically linked to nation-states with defined territories,
rights, and duties. Yet Arendt could not have anticipated the
emergence of digital spaces that transcend national boundaries,
creating new forms of belonging, identity, and moral obligation.
Today, if there is one unifying factor among people across the
globe, it is their widespread engagement with technological
tools, platforms, and social media. This digital transformation
raises profound questions about the nature of citizenship, the
foundations of ethical behavior, and the role of education in
preparing young people for lives increasingly lived online.
The challenges are substantial. Adolescents navigate online
environments characterized by disinformation, algorithmic
content curation, cyberaggression, and rapidly evolving social
norms. In the United States, 46% of adolescents aged 13-17
years report encountering at least one form of aggressive online
behavior, including offensive name-calling, receiving
unsolicited explicit images, and spreading false rumors.
Approximately 41% of Korean adolescents experience
cyberaggression, with about 25% reporting experiences as
perpetrators. These statistics represent not merely behavioral
problems but fundamental ethical challenges that demand
educational responses.
The Council of Europe's designation of 2025 as the European
Year of Digital Citizenship Education reflects growing
recognition of this urgency. However, the question of how to
educate for digital citizenship remains contested. Traditional
approaches have often focused on risk avoidance—teaching
students to protect their privacy, avoid predators, and refrain
from cyberbullying. While important, such approaches may fail
to equip young people with the critical capacities and moral
reasoning skills necessary to navigate the complex ethical
terrain of contemporary digital life.

This paper argues for a fundamental reimagining of ethics

education for the digital age. It proposes that effective digital

citizenship education must integrate three interconnected
dimensions:

1. critical media literacy that enables young people to
understand and evaluate the sociotechnical systems
shaping their online experiences.

2. moral reasoning development that addresses the
psychological mechanisms—such as moral
disengagement—that enable unethical online behavior.

3. participatory competencies that empower young people to
use digital tools for positive civic engagement and social
contribution.

Drawing on recent empirical research and theoretical

developments across multiple disciplines, the paper develops a

framework for ethics education that responds to the distinctive

challenges of the social media era while honoring the core
purpose of education: to cultivate individuals capable of
thinking and acting responsibly in community with others.

2. CONCEPTUAL FOUNDATIONS: DIGITAL
CITIZENSHIP IN THEORETICAL PERSPECTIVE

2.1 From Global to Digital Citizenship

The concept of digital citizenship emerges from broader
discussions of citizenship in an interconnected world. As
Hughes notes, international education has long aimed to
cultivate young people who perceive themselves as part of an
interconnected global community rather than divided by narrow
national allegiances. However, globalization faces significant
challenges, requiring reassessment of supra-state nationalism.
Digital citizenship offers an

alternative framework: if there is a unifying factor among
contemporary humanity, it is engagement with technological
tools and social media platforms. Digital citizenship
encompasses more than competent technology use. It involves
collaborative networking abilities, moral conduct, and
innovative problem-solving—capacities that enable individuals
to thrive in the digital age while contributing positively to
online communities. This conceptualization moves beyond
technical skills to encompass ethical dispositions and social
responsibilities. As Pucelj and Bohinc emphasize in their edited
volume on digital citizenship and ethics, the integration of
human rights, social

responsibility, and technical innovation acquires critical
importance in the current era of digital transformation.

2.2 Core Competencies for Digital Citizenship

Educating learners to be digital citizens requires attention to
several core proficiencies. Hughes identifies four essential
capacities:

First, critical thinking enables judgment regarding the multitude
of sound bites, images, and claims circulating on social media.
In an environment characterized by disinformation and
algorithmic content curation, the ability to evaluate sources,
identify bias, and assess evidence becomes fundamental to
responsible participation.

Second, self-awareness involves recognizing and understanding
one's digital footprint—the permanent record of online activity
that shapes reputation, influences opportunities, and contributes
to one's identity. Young people must develop awareness of how
their online presence is constructed, interpreted, and potentially
exploited.

Third, restraint and compassion ensure that online actions are
thoughtful rather than reactive. The affordances of digital
communication—anonymity, asynchronicity, reduced social
cues—can diminish empathy and encourage impulsive
behavior. Cultivating the capacity for deliberate, compassionate
response is essential.

Fourth, contextual knowledge about data security enables
individuals to protect themselves and others from harm.
Understanding how platforms collect, use, and share personal
information empowers more informed decisions about online
participation.

These competencies align with broader frameworks for digital
citizenship education. The European Union's SMILE (Smart
Media, Internet Literacy & Ethics) project emphasizes similar
objectives: promoting time management

skills to prevent excessive screen time, encouraging responsible
social media use that respects fundamental rights such as
privacy and accurate information retrieval, and cultivating
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ethical values including compassion, respect, tolerance, and
empathy.

2.3 The Sociotechnical Context of Digital Citizenship
Understanding digital citizenship requires attention to the
sociotechnical systems within which online behavior occurs.
Young people do not encounter "the internet" as an
undifferentiated space but navigate specific platforms with
distinct architectures, affordances, and business models.
Algorithms shape what content users see, how information
spreads, and which voices are amplified or silenced. Data
collection practices influence not only privacy but also the
construction of user identities and the targeting of content.
Recent political events illustrate the significance of these
dynamics. In Poland's 2025 presidential election, an
investigation found that TikTok's recommender system served
new, politically balanced users more than twice as much
nationalist-right content as centrist or left-wing material—and
in some tests, five times more. The European Commission
subsequently investigated whether such algorithmic skew
breached the Digital Services Act's election-integrity
provisions. This example demonstrates that digital citizenship
cannot be understood solely in terms of individual behaviour; it
requires comprehension of how platforms structure
participation and shape outcomes.

Similarly, Romania's recent presidential election showed how
data-driven advocacy groups use voter data, micro targeting,
algorithmic amplification, and digital mobilisation to shape
both turnout and public narrative. These cases reveal that media
literacy for the digital age must explain how voter data is
harvested and traded, how ranking systems surface or bury
content, and which legal levers let citizens challenge abuses.

3. THE LANDSCAPE OF YOUTH ONLINE BEHAVIOR:
RISKS AND REALITIES

3.1 Cyberaggression and Moral Disengagement
Cyberaggression—intentional ~ harm  delivered  through
electronic means—represents a significant challenge to ethical
online behavior. Research from South Korea involving 3,002
adolescents aged 13-15 provides important insights into the
mechanisms underlying such behavior. The study assessed eight
types of aggressive online behavior: verbal violence,
defamation, stalking, sending provocative content, personal
information leakage, bullying, extortion, and coercion. Findings
revealed that exposure to risky online content—depictions of
violent behavior, provocative sexual content, offensive
language, illegal acts, and disinformation—was positively
associated with moral disengagement among adolescents.

Moral disengagement, a concept developed by Bandura, refers
to the cognitive process through which individuals detach their
immoral behavior from internal moral standards. Through
mechanisms such as moral justification, euphemistic labeling,
advantageous comparison, displacement of responsibility, and
attribution of blame, people can engage in harmful behavior
while avoiding self-censure and guilt. The South Korean study
found that moral disengagement related to cyberaggression
increased the likelihood of aggressive behavior online.

Crucially, the relationship between risky content exposure and
moral disengagement was moderated by media literacy.
Adolescents with higher levels of media literacy—particularly
regarding "intimacy sharing" (disagreeing with exchanging
photos or information with strangers or sharing passwords with
friends)}—showed weaker associations between content
exposure and moral

disengagement. This finding suggests that media literacy
education may serve as a protective factor, helping young
people resist the normalizing effects of exposure to problematic
content.

3.2 Disinformation and Algorithmic Vulnerability
Adolescents face particular vulnerabilities to disinformation due
to the intersection of developmental factors and algorithmic
systems. Ohu and Jones argue for understanding adolescent
disinformation susceptibility as both a developmental and
algorithmic risk, emphasizing the need to integrate ethical Al,
media literacy, and national security perspectives into unified
prevention strategies. Their forensic cyberpsychology approach
highlights how platforms' commercial incentives to maximize
engagement can amplify problematic content, particularly for
young users whose cognitive and emotional development
makes them more susceptible to certain types of messaging.
Research on youth participation in Al auditing suggests that
young people can contribute valuable insights to improving
online environments. Solyst and colleagues found that youth
can contribute quality insights shaped by their specialized
knowledge, lived experiences, and age-related understanding—
insights that can result in more responsible Al. This finding
points toward participatory approaches that position young
people as contributors to, rather than merely recipients of,
digital ethics.

3.3 The Promise of Positive Engagement

Despite significant risks, young people's online engagement
also offers substantial opportunities for positive development
and civic participation. A 2024 UNICEF report highlights that
young people are increasingly leveraging digital tools to drive
civic action, raise awareness, and organize collective responses
to global challenges. From TikTok and Instagram to WhatsApp
and

Viber, young volunteers are engaging communities that
conventional civic approaches frequently overlook.

Research from the University of Glasgow demonstrates that
rights-based videos can measurably boost democratic
understanding, even among disengaged youth. This finding
suggests that digital platforms, when leveraged intentionally for
civic education, can reach audiences that traditional approaches
miss. The challenge for educators is to help young people
develop the competencies to use these tools effectively while
maintaining ethical commitments to accuracy, inclusivity, and
respect for others.

4. DIGITAL CITIZENSHIP EDUCATION: CURRENT
APPROACHES AND EMPIRICAL EVIDENCE

4.1 The Impact of Digital Citizenship Education
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Empirical research supports the effectiveness of digital
citizenship education in fostering ethical online behavior. A
study conducted at two Indonesian universities—Universitas
Pendidikan Indonesia and Universitas Terbuka—examined the
role of Digital Citizenship Education (DCE) in cultivating
ethical social media behavior among 120 university students
enrolled in citizenship education programs. Using a mixed-
method approach combining quantitative surveys and
qualitative interviews, the researchers found that students who
received Digital Citizenship Education demonstrated higher
levels of awareness and ethical decision-making in their social
media interactions compared to those who did not.

The study concluded that Digital Citizenship Education plays a
crucial role in fostering responsible, ethical online behavior,
highlighting its importance in higher education curricula for
preparing students for the digital age. This finding aligns with
broader research demonstrating that targeted educational
interventions can influence online behavior when they address
relevant competencies and provide opportunities for reflection
and practice.

4.2 Gaps Between Education and Youth Experience

Despite evidence of effectiveness, significant gaps persist
between digital citizenship education as currently provided and
young people's actual experiences and needs. Research with
diaspora youth in Australia reveals important disconnects.
Johns and colleagues found that while participants received
some digital and media literacy education in school, this did not
meet their specific needs or enhance capabilities when it came
to determining whether information encountered on social
media was factual.

The findings reflect a disconnect between diaspora youth and
key stakeholders regarding the purpose and benefits of digital
citizenship education. This illustrates the need for more
nuanced approaches that take young people's own experiences,
needs, and aspirations seriously in the design of school
curricula. As the researchers argue, school digital and media
literacy education could more effectively support young people
by building on the everyday competencies they enact in their
social media use.

This critique extends beyond diaspora youth to encompass
broader populations. Young people's digital citizenship
education has often been approached from a risk perspective,
with less attention given to how they use digital technologies to
positively engage with social issues and citizenship practices.
Exploring the "everyday" digital practices that youth engage in
ordinarily can help generate more fruitful understanding of
what digital citizenship means to young people experientially
and develop more relevant and youth-centered approaches to
education.

4.3 From Restriction to Resilience

The limitations of risk-focused approaches have prompted calls
for paradigm shifts in how online safety is conceptualized and
taught. Research suggests moving away from restrictive and
authoritarian parental mediation approaches toward resilience-
based and privacy- preserving solutions that promote
adolescents' online safety. This shift recognizes that young

people will inevitably encounter challenging content and
situations online; the goal of education should be to develop
capacities for navigating these challenges rather than attempting
to prevent exposure entirely.

The South Korean study on media literacy and cyberaggression
supports this resilience- focused approach. Media literacy was
found to reduce Dboth cyberaggression and moral
disengagement, suggesting that building competencies may be
more effective than restriction in promoting ethical behavior.
The study's authors recommend providing media literacy
education alongside efforts to address moral disengagement as a
strategy for countering cyberaggression effectively.

5. REIMAGINING ETHICS EDUCATION: A PROPOSED
FRAMEWORK

5.1 Core Principles

Drawing on the research reviewed above, this paper proposes a
framework for reimagined ethics education organized around
three core principles:

First, ethics education must be sociotechnically informed.
Understanding ethical behavior online requires understanding
the platforms, algorithms, and data systems that shape
interaction. Students need to comprehend not only how to
behave ethically as individuals but also how platform design
influences behavior, how algorithmic systems can amplify
harmful content, and how data collection practices affect
privacy and autonomy. This includes understanding concepts
such as how ranking systems surface or bury content, how voter
data is harvested and traded in political campaigns, and which
legal levers let citizens challenge abuses.

Second, ethics education must address psychological
mechanisms. The research on moral disengagement
demonstrates that ethical behavior is not simply a matter of
knowing right from wrong. Students need opportunities to
examine how they might justify harmful behavior, distance
themselves from its consequences, or minimize its significance.
Developing awareness of these mechanisms—in oneself and
others—can help young people recognize and resist moral
disengagement when it occurs.

Third, ethics education must be youth-centered and
participatory. The gap between educational provision and youth
experience documented in research with diaspora youth points
to the need for approaches that take young people's

actual practices, concerns, and aspirations seriously. Rather
than imposing adult frameworks on youth digital behavior,
educators should engage young people in identifying the ethical
challenges they face, analyzing the strategies they already use
to navigate these challenges, and collaboratively developing
more robust approaches. The finding that youth can contribute
valuable insights to Al auditing suggests that young people can
be partners in developing ethical frameworks, not merely
recipients of adult instruction.

5.2 Integrating Media Literacy and Moral Reasoning

A key contribution of recent research is demonstrating the
interconnectedness of media literacy and moral reasoning. The
South Korean study found that media literacy reduced both
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cyberaggression and moral disengagement, suggesting that
these are not separate domains but intertwined aspects of ethical
functioning online. This finding implies that ethics education
should integrate attention to both cognitive skills (evaluating
sources, managing privacy) and moral capacities (empathy,
perspective-taking, resistance to moral disengagement).
Integration might take various forms. Students could examine
how algorithmic content curation might influence their
emotional responses to others, potentially reducing empathy for
out-group members. They could analyze how platform features
such as anonymity or ephemerality might facilitate moral
disengagement by distancing perpetrators from consequences.
They could explore how the design of comment sections or
reaction features might encourage certain types of moral
reasoning while discouraging others.

5.3 From Digital Fire-Fighting to Civic Empowerment

Civic educators face choices about how to position their work
in relation to digital challenges. Tomova argues that educators
need not stay in permanent "watchdog mode" but can seize the
initiative and shape the online ecosystem themselves. This
involves shifting from what she terms "digital fire-fighting" to
actively mobilizing citizens online.

Practically, this shift might involve teaching students to create
targeted video campaigns, design data-driven social media ads,
and craft hope-based messaging that empowers rather than
frightens. It might involve helping students understand how to
use Meta's advertising tools for civic outreach or

how to create content that measurably boosts democratic
understanding among disengaged peers. The goal is to position
young people as active shapers of digital spaces, not merely
cautious consumers or potential victims.

This approach aligns with broader calls to move beyond risk-
focused digital citizenship education toward frameworks that
recognize young people's agency and creative potential. As
Johns and colleagues argue, exploring young people's everyday
use of digital media can help generate more fruitful
understanding of digital citizenship and develop more relevant
educational approaches.

5.4 A Developmental Perspective

Effective ethics education must be developmentally
appropriate. Research on adolescent development reveals that
the teenage years involve significant changes in self-concept,
moral reasoning, and sensitivity to social feedback. The
developmental plasticity of adolescence creates both
vulnerabilities—such as heightened susceptibility to peer
influence and social validation seeking—and opportunities for
positive growth.

The "validation syndrome" identified by Ohu and Jones—the
intense pursuit of online validation through likes, shares, and
comments—reflects developmental dynamics that educators
must understand. Rather than simply condemning this behavior
as superficial, educators might help students examine their
needs for validation, explore healthier sources of self-worth,
and develop more intentional relationships with platform
metrics.

Similarly, the finding that participation in supportive online
communities can boost self- esteem by 25% points to
developmental opportunities. Educators might help students
identify and engage with online communities that support
positive development while developing strategies for avoiding
or managing harmful spaces.

6. IMPLICATIONS FOR PRACTICE AND POLICY

6.1 Curriculum and Pedagogy

Reimagining ethics education has significant implications for
curriculum design and pedagogical practice. Traditional
approaches that treat digital citizenship as a standalone topic—
perhaps covered in a single unit or

assembly—are unlikely to develop the deep competencies
students need. Instead, ethical dimensions of digital life should
be integrated across the curriculum, with opportunities for
sustained engagement and progressive skill development.
Several pedagogical approaches warrant consideration:
Case-based reasoning: Presenting students with authentic
ethical dilemmas drawn from social media contexts can develop
capacities for moral reasoning while building awareness of
common challenges. Cases might involve decisions about
sharing others' content, responding to harmful comments, or
navigating conflicting values online.

Platform analysis: Teaching students to analyze platform
features, terms of service, and business models can develop
critical understanding of how sociotechnical systems shape
behavior. Students might compare how different platforms
handle similar issues, examine how design choices influence
user behavior, or propose alternative designs that might better
support ethical interaction.

Participatory projects: Engaging students in creating content for
civic purposes—whether videos, social media campaigns, or
community organizing efforts—can develop

competencies while positioning young people as active
contributors rather than passive consumers. Such projects
provide opportunities to grapple with real-world ethical
challenges while experiencing the satisfactions of positive
contribution.

Reflective practice: Providing structured opportunities for
students to reflect on their own online experiences, examine
their emotional responses, and consider alternative courses of
action can develop self-awareness and metacognitive capacities.
Reflection might be supported through journals, discussions, or
creative projects.

6.2 Teacher Preparation and Professional Development
Implementing reimagined ethics education requires teachers
with relevant knowledge and skills. Many educators lack
preparation in digital citizenship education, media literacy, or
the specific challenges of social media

environments. The rapid evolution of platforms and practices
means that even well-prepared teachers must continuously
update their understanding.

Professional development should address both conceptual
understanding and practical strategies. Teachers need
opportunities to explore research on youth online behavior,
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examine ethical frameworks for digital contexts, and develop
pedagogical approaches appropriate for their students' ages and
experiences. The EU's SMILE project, which facilitates
exchange of best practices among educators across partner
institutions, offers one model for collaborative professional
development.

Additionally, teachers need support in adapting to digital
transformation and staying updated with emerging
technologies. This includes understanding Al systems that
increasingly shape online experiences, as well as new platforms
and practices that emerge as young people's digital lives evolve.

6.3 Policy and Systemic Support

Realizing reimagined ethics education requires policy support
at multiple levels. Schools need resources—including time in
curricula, access to technology, and professional development
for teachers—to implement comprehensive digital citizenship
education.

Assessment systems should recognize the importance of these
competencies, rather than focusing narrowly on traditional
academic skills.

The Council of Europe's designation of 2025 as the European
Year of Digital Citizenship Education represents an important
policy initiative. Such symbolic recognition can raise
awareness, mobilize resources, and catalyze action. However,
sustained effort beyond designated years is necessary to achieve
lasting change.

Regulatory  frameworks also matter. The European
Commission's investigation into TikTok's algorithmic practices
under the Digital Services Act illustrates how policy can
address the sociotechnical contexts that shape digital
citizenship. Educators can help students understand these
regulatory frameworks and their implications—and potentially
engage in advocacy for stronger protections or more ethical
platform practices.

6.4 Research Directions

This paper's analysis suggests several directions for future
research. First, longitudinal studies are needed to understand
how digital citizenship education influences behavior over time.
The South Korean study's authors note that future research
could consider the longitudinal impact of media literacy on
cyberaggression; similar questions apply to other outcomes and
educational approaches.

Second, research should examine how different populations
experience digital citizenship education. The finding that
diaspora youth's needs are not well-served by current
approaches points to the importance of attending to diversity—
whether  cultural, socioeconomic, developmental, or
experiential. Understanding how to design education that is
responsive to varied needs and contexts is essential.

Third, research should investigate the specific mechanisms
through which education influences behavior. The finding that
media literacy moderates the relationship between content
exposure and moral disengagement illustrates the value of
examining process. Understanding which components of
education produce which effects, and through what pathways,
can inform more targeted and efficient interventions.

Fourth, as Al systems become increasingly central to online
experience, research should examine how to prepare young
people to understand and engage with these systems. The
emerging field of youth Al auditing offers promising directions
for participatory research that positions young people as
contributors to knowledge and practice.

7. CONCLUSION

The philosopher Hannah Arendt might have been skeptical of
digital citizenship, just as she was skeptical of global
citizenship. Citizenship, she argued, requires bounded
communities with defined rights and duties—conditions that
online spaces may not satisfy. Yet the reality of contemporary
life is that young people increasingly inhabit digital spaces that
shape their identities, relationships, and opportunities. The
question is not whether digital citizenship exists but how to
cultivate the capacities that enable responsible participation.
This paper has argued that reimagining ethics education for the
age of social media requires moving beyond risk-focused
approaches to embrace a more comprehensive vision. Effective
digital citizenship education must integrate critical media
literacy that addresses the sociotechnical systems shaping
online experience; moral reasoning development that tackles
the psychological mechanisms—Ilike moral disengagement—
that enable unethical behavior; and participatory competencies
that empower young people to use digital tools for positive
purposes. It must be developmentally appropriate, youth-
centered, and responsive to the diverse experiences and needs
of different populations.

The challenges are significant. Disinformation spreads easily,
algorithms can distort reach and amplify harmful content, and
many young people feel overwhelmed by online noise. Yet
these challenges also create opportunities for educators to offer
clarity, agency, and hope. By helping young people understand
the systems they navigate, develop robust moral reasoning, and
build competencies for positive contribution, educators can
support the emergence of digital citizens capable of shaping
online spaces for the better.

The stakes extend beyond individual behavior to the health of
democratic societies. As digital platforms become central to
political discourse, civic engagement, and community life, the
capacities for critical evaluation, ethical judgment, and
responsible participation become fundamental to democratic
citizenship itself. Reimagining ethics education for the digital
age is not merely an educational reform but a democratic
necessity.

The framework proposed here offers directions for practice,
policy, and research. Yet much work remains to be done—to
develop and test educational approaches, to prepare teachers for
new roles, to build policy environments that support innovation,
and to engage young people as partners in shaping the digital
future. In an era of rapid technological change, the task of
ethics education is not to provide final answers but to cultivate
the capacities for ongoing inquiry, judgment, and responsible
action that enable young people to navigate whatever digital
transformations lie ahead.
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