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Abstract

Witness protection laws are essential safeguards in criminal justice systems worldwide,
designed to shield witnesses from intimidation, threats, or harm so they can testify truthfully
without fear. These programs enable fair prosecutions, particularly in organised crime,
terrorism, or high-risk cases, by balancing witness safety with judicial transparency.
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Witness protection ensures witnesses can cooperate with investigations and courts, upholding

the rule of law. It addresses retaliation risks through measures like relocation, identity changes,
or secure testimony methods such as video links or voice distortion. International frameworks,
like the UN Organised Crime Convention's Article 24, emphasise physical and procedural

safeguards.

Key Measures
Programs offer tiered protections based on threat levels.

Physical security: Safe houses, police escorts, or relocation with new identities.
Procedural anonymity: Sealed records, closed courts, or in-camera trials.
Support services: Financial aid, counselling, and family inclusion for relocated witnesses.
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1. INTRODUCTION

Witness Protection in India's criminal justice system was
introduced to combat witness intimidation, a major hurdle to
fair trials, especially in serious crimes like organised crime and
corruption. The landmark Witness Protection Scheme, 2018,
approved by the Supreme Court, marked the formal beginning,
making protection a structured state obligation rather than ad
hoc measures.

Historical Context

India's need for witness protection emerged from high-profile
cases like the 1984 anti-Sikh riots and Best Bakery riots, where
witnesses  turned  hostile due to threats. Earlier
recommendations from the 14th Law Commission (1958) and
Malimath Committee (2003) highlighted this gap, but no
comprehensive law existed until 2018. Constitutional backing
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stems from Article 21's right to life and personal liberty,
extended to witnesses' safety.

Witness Protection Scheme, 2018

Drafted by the Ministry of Home Affairs with inputs from
NALSA and BPR&D, the scheme applies nationwide (except
J&K at the time) and categorises witnesses by threat level.
Category A: Life threats to witness/family (e.g., relocation,
new identity).

Category B: Risks to safety/reputation/property (e.g., escorts,
secure housing).

Category C: Harassment/intimidation
separation).

(e.g., courtroom

Implementation Framework

Applications go to the District Legal Services Authority for
threat assessment by the police (SSP/Commissioner). Orders
are binding, with state-level Witness Protection Cells executing
measures like in-camera trials or video testimony. Funding
comes from state budgets, later reinforced by Bharatiya Nagarik
Suraksha Sanhita (BNSS) Section 398 in 2023, making it
statutory.

Significance

This introduction boosted conviction rates by encouraging
truthful testimony, aligning India with global standards while
addressing local challenges like witness hostility in 90%+t of
cases.

Constitutional Foundation

Witness rights derive from Article 21 (right to life and liberty),
as affirmed in Supreme Court rulings like Mahender Chawla v.
Union of India (2018), where the court mandated protection as
a fundamental duty of the state. Articles 141 and 142
empowered the court to enforce the 2018 Scheme nationwide
until parliamentary legislation.

Statutory Integration

Bharatiya Nagarik Suraksha Sanhita (BNSS), 2023, Section 398
formally enacts witness protection, mandating measures like
family coverage, dedicated funds, and procedural safeguards,
replacing CrPC provisions. It aligns with the Evidence Act
(Sections 121, 123 for anonymity) and IPC (hostile witness
penalties).

2. Comparative analysis of global practice in Witness
Protection

Witness protection programs worldwide share the goal of
safeguarding witnesses to ensure truthful testimony in criminal
proceedings, but they differ significantly in structure, scope,
funding, and statutory backing. Globally, only about 33% of
reviewed jurisdictions offer full-fledged programs with
relocation and identity changes, while others rely on procedural
safeguards or ad hoc measures, as per UNODC analyses.

Key Global Models:

Advanced programs prioritise high-risk witnesses in organised
crime or terrorism cases, often combining physical relocation
with anonymity.

USA (WITSEC): Federal program under the US Marshals
Service since 1970, offering lifelong new identities, relocation,
and support for 19,000+ witnesses with a near-perfect safety
record.

UK (UKPPS): Managed by the National Crime Agency since
2013, protects ~3,000 people (not just witnesses) via local
police; emphasises special measures like screens or video links.
Canada/Australia: Federal acts (1996/1994) mirror WITSEC
with  RCMP/AFP oversight; case-by-case entry, including
family relocation and financial aid.

Italy: Post-1991 Central Protection for "pentiti" (turncoat
mafiosi), focusing on former insiders with police-managed safe
houses.

Commonalities and Variations:

Similarities include threat assessments, family inclusion, and
focus on "critical" witnesses turning against powerful criminals.
Differences arise in permanence (USA's lifelong vs. UK's
temporary), centralisation (federal in USA/Canada vs. regional
in UK/India), and resources—developed nations excel in
relocation (e.g., 14/43 UN countries), while others like India
prioritise procedural anonymity due to funding gaps.
Challenges universally involve balancing rights, oversight, and
abuse prevention.

3. Legal framework relating to the protection of witnesses in
India:

India's legal framework for witness protection has evolved from
fragmented procedural safeguards to a more structured statutory
mandate, primarily anchored in judicial directives and recent
criminal law reforms. This framework aims to shield witnesses
from intimidation, ensuring their testimony contributes to fair
trials, particularly in high-stakes cases like organised crime and
corruption.

Constitutional and Foundational Basis:

Witness protection draws legitimacy from Article 21 of the
Constitution, guaranteeing life and personal liberty, which
courts have extended to witnesses as a facet of fair trial rights
under Article 39A. Early laws like the Code of Criminal
Procedure, 1973 (CrPC), offered limited tools—Section 327 for
in-camera proceedings and Section 398 for investigation-phase
safeguards—but lacked comprehensive mechanisms against
retaliation. Recommendations from the 14th Law Commission
Report (1958) and the Malimath Committee (2003) highlighted
these gaps, yet legislative action lagged until judicial
intervention.

Judicial Mandates and the 2018 Scheme

The Supreme Court's ruling in Mahender Chawla v. Union of
India (2018) was pivotal, approving and enforcing the Witness
Protection Scheme, 2018, drafted by the Ministry of Home
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Affairs with BPR&D and NALSA inputs. Invoking Articles
141 and 142, the Court made it binding nationwide,
categorising threats into three tiers: Category A (life/family
risks, e.g., relocation, new identity); Category B
(safety/reputation/property  threats, e.g., escorts, secure
housing); and Category C (harassment, e.g., anonymity,
patrolling). Applications go to District Legal Services
Authorities (DLSAs), with Threat Analysis Reports (TARs)
from SSPs/Commissioners guiding orders within five days.

Statutory Codification under BNSS 2023

The Bharatiya Nagarik Suraksha Sanhita (BNSS), 2023, enacts
Section 398, replacing CrPC provisions and mandating every
state to notify its own scheme incorporating 2018 elements.
Key features include family coverage, confidentiality with
penalties for breaches, district-level witness assistance cells,
post-trial rehabilitation, and state Witness Protection Funds
sourced from budgets, fines, and CSR. Measures encompass
identity concealment (pseudonyms), security devices (CCTV),
video testimony, and relocation, with periodic TAR reviews for
efficacy.

Complementary Provisions

Indian Evidence Act, 1872: Sections 121/123 protect official
communications; courts permit voice distortion or screens for
anonymity.

Bharatiya Nyaya Sanhita, 2023: Enhanced penalties for
witness tampering (e.g., Section 339 equivalents).

POCSO Act, 2012: Special safeguards for child witnesses,
including support persons.

The unpassed Witness Protection Bill, 2023, proposed a
National Authority and stricter penalties, but remains pending,
leaving BNSS as the primary statute.

Oversight and Enforcement

State Nodal Officers (IGP-rank) supervise implementation via
cells, with DLSAs as Competent Authorities, chaired by
District Judges. Judicial rulings like Natasha Singh v. CBI
(2013) and RCP Singh v. Union (2019) enforce compliance,
directing rule notifications. Despite advances, reliance on state
discretion and police TARs invites challenges like delays and
bias.

4. Recent reforms in global witness protection post-2020
Post-2020, global witness protection reforms have increasingly
incorporated technology, expanded eligibility, and emphasised
international cooperation amid rising transnational crimes like
terrorism and cyber threats. These changes build on pre-existing
programs but address implementation gaps through statutory
updates and tech integration, though comprehensive data on
universal adoption remains limited.

Technological Enhancements
Reforms prioritise virtual testimony to minimise physical risks.

Video conferencing and Al-driven voice distortion for remote
appearances, as integrated in international criminal courts and
regional frameworks.

Secure digital platforms for anonymous depositions and identity
concealment, piloted in Europe and adopted in UNODC
guidelines for cross-border cases.

Statutory and Policy Updates

Several jurisdictions codified or expanded protections.

India (BNSS 2023): Section 398 mandates state schemes with
victim-centric expansions, confidentiality penalties, and post-
trial rehab, superseding the 2018 scheme.

Global Counterterrorism Forum (GCTF, 2025 Toolkit):
New guidelines promote modern reforms for terrorism
witnesses, including info-sharing across borders.

Regional calls (UNODC/CTED workshops post-2020) urge
SAARC nations for unified programs with funding and expert
inclusion.

5. Challenges in implementing global witness tech reforms
Implementing global witness protection tech reforms—such as
Al voice distortion, secure video testimony, and digital
anonymity tools—faces significant hurdles despite their
promise for safer remote participation. These challenges stem
from resource disparities, technical limitations, and systemic
issues, often stalling adoption in high-risk cases like organised
crime or terrorism trials.

Resource and Infrastructure Gaps

Developing nations struggle with inconsistent internet access
and outdated court systems, making video-linked testimony
unreliable during trials. Funding shortages limit training for
judges, lawyers, and police on tools like encrypted platforms,
while only wealthier jurisdictions like the US or EU afford
scalable tech upgrades.

Technical and Security Risks

Al tools risk algorithmic biases, such as voice recognition
failures across accents or dialects, potentially exposing
witnesses. Cybersecurity threats, including hacking of virtual
testimony feeds, undermine trust, as seen in critiques of opaque
"black box" systems lacking verifiable fairness metrics.
Cybersecurity remains paramount—2024 reports highlighted
breaches in EU virtual hearings, where intercepted feeds
exposed witness locations via metadata leaks. Scalability issues
arise, too: cloud-based systems overload in high-volume cases
like mass atrocities, forcing procedural delays.

Heightened Legal-Ethical Tensions

Fair trial principles clash with tech opacity; defence lawyers
challenge "invisible" witnesses under Article 6 ECHR
equivalents, demanding cross-examination parity that's virtually
impossible. Ethical dilemmas include over-reliance on private
tech firms (e.g., Zoom mods), raising privacy conflicts without
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public audits. Oversight voids persist—lacking unified
standards like GCTF's 2025 toolkit, full adoption leaves gaps in
accountability.

Human and Systemic Factors

Witness reluctance grows from tech unfamiliarity, especially
among vulnerable groups like trafficking survivors, eroding
program uptake. Corruption risks amplify: insiders in under-
resourced states may sabotage digital safeguards for bribes.
Long-term, sustaining updates against evolving threats (e.g.,
deepfakes) demands ongoing investment that most nations can't
match.

6. Challenges in the Implementation of Witness Protection
in India:

India's witness protection framework, while progressively
structured under the Witness Protection Scheme 2018 and
BNSS Section 398, encounters substantial implementation
challenges that erode its efficacy and perpetuate witness
intimidation. These hurdles span administrative, financial, and
systemic domains, resulting in persistently high rates of hostile
witnesses—often exceeding 90% in serious criminal cases—
and low conviction outcomes.

Absence of Full Statutory Authority

Although Supreme Court-mandated and codified in BNSS
2023, the scheme operates more as an executive guideline than
a standalone enforceable Act, lacking dedicated penalties for
official non-compliance or breaches of confidentiality. This
dilutes justiciability, allowing states to delay notifications or
skirt obligations without repercussions, as seen in inconsistent
rule-making across jurisdictions.

Inadequate Funding and Infrastructure:

State Witness Protection Funds remain chronically under-
resourced, with meagre allocations (often ¥5-10 crore annually
per state) insufficient for high-risk measures like Category A
relocations costing 350 lakh or more per witness. Rural and
semi-urban areas suffer from scarce safe houses, armed escorts,
and logistical support, overburdening already stretched police
forces and forcing reliance on minimal Category C
interventions.

Bureaucratic Delays and Enforcement Gaps:

Threat Analysis Reports (TARs), prepared by SSPs or
Commissioners, frequently take weeks due to inefficiencies or
corruption, leaving witnesses exposed during critical
investigation or trial phases. Inter-state coordination falters for
relocations, and irregular formation of district committees—
required within 100 days of notification—creates procedural
voids, compounded by overburdened law enforcement
prioritising other duties.

Awareness, Training, and Access Deficits:
Marginalised witnesses from rural, SC/ST, or low-income
backgrounds often lack knowledge of application processes via

District Legal Services Authorities, deterring uptake. Judicial
officers, prosecutors, and police receive inadequate specialised
training, leading to biased TARs or improper categorisation,
while vulnerable groups like POCSO victims face social stigma
that amplifies reluctance.

Political Interference and Socio-Economic Vulnerabilities:
Influential accused—politicians, organised crime figures, or
local power brokers—exert pressure through threats, transfers,
or inducements, undermining neutrality. Post-protection
rehabilitation is negligible, with absent psychological
counselling, job placement, or financial aid causing isolation,
unemployment, and program dropouts after short-term (often
three-month) renewals.

Technological and Oversight Shortcomings:

BNSS-mandated tools like video testimony and CCTV lag due
to poor rural connectivity and cybersecurity gaps, risking
identity leaks. Without a national oversight authority or
centralised data, monitoring remains opaque, fostering
disparities—urban states like Delhi advance faster than Bihar or
Uttar Pradesh—and eroding public trust.

7. Judicial Support in Witness Protection in India:

Judicial support has been pivotal in shaping and enforcing
witness protection in India's criminal justice system, often
compensating for legislative delays through landmark rulings
and directives. The Supreme Court and High Courts have
invoked constitutional provisions to mandate safeguards,
approve schemes, and critique implementation gaps, treating
witness safety as integral to Article 21's right to life and fair
trial principles.

Landmark Supreme Court Rulings

The Supreme Court's intervention in Mahender Chawla v.
Union of India (2018) was transformative, approving the
Witness Protection Scheme, 2018, and declaring it legally
binding under Articles 141 and 142 across all states until
parliamentary legislation. Justices A.K. Sikri and S. Abdul
Nazeer emphasised witnesses as the "sunlight of justice,"
directing immediate enforcement to build confidence in trials
marred by intimidation. Earlier precedents like State of Gujarat
v. Best Bakery (2004) and Zahira Habibullah Sheikh v. State of
Gujarat (2004) highlighted witness hostility as a "fatal
infirmity," urging state duties to prevent threats in sensitive
cases.

Recent judgments

Reinforce this. In Phireram v. State of Uttar Pradesh (2025),
the Court clarified that the Scheme cannot substitute bail
cancellation when the accused intimidates witnesses, upholding
CrPC/BNSS provisions to revoke liberty and thwart justice
obstruction. Natasha Singh v. CBI (2013) from the Delhi High
Court called for legislative action amid 41 hostile witnesses in a
murder trial.
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Procedural Innovations

Courts have pioneered anonymity measures. In Sakshi v. Union
of India (2004), guidelines protected child witnesses via screens
and video testimony. Praful Desai v. State of Maharashtra
(2001) validated video conferencing for evidence, balancing the
accused's rights. RCP Singh v. Union of India (2019) directed
states to notify rules and form cells, addressing lapses.

Ongoing Oversight and Critiques

Judges routinely order Threat Analysis Reports (TARs) and
protection in POCSO or NDPS cases, as in Paramvir Singh
Saini v. Baljit Singh (2021). However, rulings note persistent
issues like police bias in TARs, mandating audits. This activism
ensures accountability but reveals limits—courts lack execution
arms, relying on executive compliance.

8. Role of High Courts in enforcing Witness Protection
Scheme 2018:

High Courts in India play a crucial supervisory and
enforcement role in implementing the Witness Protection
Scheme, 2018, acting as vital intermediaries between Supreme
Court mandates and ground-level execution. Under Article 227
of the Constitution, they oversee subordinate courts and
executive actions, issuing writs, directing compliance, and
innovating procedural safeguards when witnesses face threats.

Key Enforcement Mechanisms

High Courts enforce the Scheme by entertaining petitions for
protection orders, reviewing Threat Analysis Reports (TARs),
and monitoring state compliance post the Supreme Court's 2018
directive in Mahender Chawla v. Union of India. They can
mandate District Legal Services Authorities (DLSAs) to
process applications swiftly, form protection cells, and allocate
funds, often invoking BNSS Section 398 equivalents. In cases
of lapses, courts issue contempt notices to officials, ensuring
accountability where executive delays persist.

Landmark High Court Interventions

The Delhi High Court in Natasha Singh v. CBI (2013)
highlighted systemic failures, noting 41 hostile witnesses in a
single murder trial due to fear, and urged a national program—
paving the way for the 2018 Scheme. Punjab & Haryana High
Court rulings have directed police escorts and video testimony
in organised crime cases, while Bombay and Madras High
Courts ordered Vulnerable Witness Deposition Centres
(VWDCs) in districts, aligning with Supreme Court guidelines
for child and rape survivors.

Procedural Directives

High Courts routinely grant interim relief like identity
concealment, in-camera trials, or relocation during writ
petitions, balancing the accused's rights under Article 21. They
audit TARs for bias, as seen in POCSO matters, and coordinate
inter-state protections. Recent 2025 orders emphasise tech
integration, such as secure video links under BNSS, critiquing
rural infrastructure gaps.

Limitations and Ongoing Role

While proactive, High Courts face overload and enforcement
bottlenecks without dedicated benches, relying on periodic
Supreme Court oversight like RCP Singh v. Union (2019).
Their interventions have boosted uptake in states like Delhi and
Karnataka, but underscore the need for statutory penalties to
strengthen writ enforcement.

9. Legal remedies for the appropriate implementation of
procedural safeguards in Witness Protection in criminal
justice systems worldwide:

Witness protection programs are vital for ensuring witnesses
can testify without fear, with procedural safeguards backed by
legal remedies at national and international levels. These
remedies enforce implementation through oversight, penalties,
and judicial mechanisms, balancing witness safety with fair trial
rights.

International Frameworks

United Nations conventions provide foundational remedies for
witness safeguards. The UN Convention Against Corruption
(UNCAC) under Articles 32 and 33 mandates physical
protection, such as relocation, identity non-disclosure, and
procedural measures, such as secure testimony methods.
Remedies include state obligations to enact laws with penalties
for breaches, competent authorities for oversight, and
international cooperation for cross-border threats; non-
compliance triggers reporting to the UN Office on Drugs and
Crime.

The UN Convention Against Transnational Organised Crime
(UNTOC) and its Palermo Protocols emphasise similar
protections, requiring states to protect witnesses from
intimidation via legislation. Judicial remedies involve case-by-
case court orders for anonymity or video-link testimony, with
appeals processes to prevent arbitrary denial. International
Criminal Court (ICC) Rules (Article 68) allow protective
measures like pseudonyms and in-camera hearings, enforced
through the Prosecutor’s duty to apply and Appeals Chamber
review.

European and regional instruments strengthen these. The
Council of Europe Convention on the Protection of Children
against Sexual Exploitation mandates safeguards with remedies
like victim relocation funds and extraterritorial enforcement.
INTERPOL guidelines promote global best practices, with
remedies via mutual legal assistance treaties (MLATSs) for
remedy enforcement across borders.

National Laws: United States

The US Witness Security Program (WITSEC), under the
Organised Crime Control Act of 1970 and the Witness Security
Reform Act of 1984, offers relocation, new identities, and 24/7
security. Procedural safeguards include Attorney General
approval, psychological evaluations, and family inclusion.
Legal remedies enforce implementation: federal courts can
order protection via 18 U.S.C. § 3521, with contempt penalties

708 © 2026 Rajbir Kaur. This is an open-access article distributed under the terms of the Creative Commons Attribution 4.0 International License (CC BY NC

ND).https://creativecommons.org/licenses/by/4.0/



https://creativecommons.org/licenses/by/4.0/

Int. Jr. of Contemp. Res. in Multi.

PEER-REVIEWED JOURNAL

Volume 5 Issue 1 [Jan- Feb] Year 2026

for leaks (up to 10 years imprisonment). States reimburse
federal costs for local witnesses, per agreements ensuring
cooperation.

Challenges like balancing defence rights are addressed by
Brady v. Maryland disclosures with redactions. Oversight by
the U.S. Marshals Service includes audits; violations trigger
civil suits under Bivens actions against officials. Recent data
shows over 19,000 participants protected since inception, with
near-zero program-related harm.

National Laws: India

India's framework evolved post-2018 Supreme Court directive
in Mahender Chulda v. Union of India, mandating the Witness
Protection Scheme (WPS) 2018, now statutory via Bharatiya
Nagarik Suraksha Sanhita (BNSS) Section 398. Safeguards
cover threat assessment, in-camera trials, identity concealment,
and relocation funded by a Witness Protection Fund. Competent
Authorities (District Magistrates/Special Courts) approve
protection on prosecutorial applications.

Remedies include judicial oversight: witnesses can petition
High Courts under Article 226 for enforcement, with contempt
proceedings for non-implementation. Section 195A IPC
criminalises intimidation (up to 7 years). Specialised laws like
the POCSO Act 2012 (Section 33) and the NIA Act 2008
mandate child/vulnerable witness screens and closed
proceedings. The 2023 Witness Protection Bill proposes
National/State Councils for monitoring, grievance redressal,
and annual audits. Challenges persist in rural areas, addressed
by state-notified schemes.

National Laws: Other Jurisdictions

Canada's Witness Protection Program Act (1996, amended
2016) provides lifetime protection with ministerial
oversight; remedies include judicial review and RCMP
accountability via tort claims. The UK's Contempt of Court Act
1981 and Serious Organised Crime Act 2005 enable anonymity
orders, enforced by Crown Court penalties (2 years' custody).
Australia’s National Witness Protection Act 1994 mandates
federal/state coordination, with Ombudsman oversight and
compensation funds.

South Africa’s Witness Protection Act 1998 creates a
dedicated Directorate, with Constitutional Court remedies for
rights violations. Comparative effectiveness: US excels in scale,
India in judicial mandates, Europe in regional harmonisation

International laws set minimum standards, emphasising
cooperation, while national ones tailor remedies—the US
focuses on federal enforcement, India on judicial compulsion.
Gaps: International lacks binding enforcement; nationals vary
in independence (e.g., India’s judicial vs. US executive-led).

Enforcement Remedies
Judicial Mechanisms: Globally, courts order safeguards ex
parte, with stays for appeals. ICC Pre-Trial Chambers assess

risks via amicus curiae. Nationals mirror this: US federal judges
under Rule 15; India via CrPC 398.

Penal Sanctions: Breaches punished as obstruction—UNCAC
recommends imprisonment; US/India up to life for harm.

Administrative Oversight: Funds and audits ensure
implementation; e.g., India’s proposed Councils review denials
within 7 days.

Civil Remedies: Compensation for failures, as in European
Human Rights Court rulings under Article 2 (right to life).

Technological Aids: Video-conferencing and Al threat
prediction enhance safeguards, per 2025 studies

Challenges and Reforms

Implementation lags due to funding (India: underutilised fund)
and training deficits. Reforms: Harmonise via UN model laws;
digital anonymity tools; public-private partnerships. President
Trump’s 2025 executive order boosts US-India MLATs for
transnational cases.

CONCLUSION

Witness protection frameworks worldwide, from UNTOC's
international mandates to India's BNSS Section 398 and the US
WITSEC, justify their robustness by demonstrably enhancing
conviction rates, deterring organised crime, and upholding fair
trials—evidenced by WITSEC's 19,000+ safe relocations and
India's post-2018 drop in hostility rates in monitored cases.
Indian laws excel in judicial enforcement via Articles 21/226
and Supreme Court activism (e.g., Mahender Chawla, 2018),
filling legislative gaps with tiered safeguards tailored to diverse
threats, while international standards like UNCAC Articles 32-
33 ensure cross-border efficacy through MLATs and oversight.
Together, they balance safety with transparency, though
reforms like India's pending 2023 Bill and global tech
integrations (Al anonymity) are essential to address funding and
rural gaps, proving these laws are not only reactive but
proactive guardians of justice.
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