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1. INTRODUCTION

The As prevailing challenges in the mental health domain,
mental conditions present significant societal and economic
costs across the globe, still due to the fact that they are
identified and tracked mostly based on occasional clinical
evaluation or post-hoc self-reporting. These methods have a
restricted capacity to examine detailed, day-to-day volatility of
mental conditions and have a great propensity to recall bias.
According to the recent progress in wearables, smartphones,
and ubiquitous sensing technologies, it is possible to acquire
physiological and behavioral data (continuously) and, as a
consequence,, the technologies have introduced new
possibilities of personal sensing and digital phenotyping within
the context of mental health research and care [1,2]. The main
assumption of this paradigm is that changes in autonomic
nervous system activity, sleep and wake patterns, mobility
patterns, and social rhythms, passively detected by the Internet
of Things (IoT) devices, can be used as an objective proxy of
stress, affective states, and the dynamics of symptoms. These
proxies may enable the identification of cases early, relapse
identification, and individualized treatment of cases of various
mental health conditions [1,2,21].

Mental health based IoT monitoring can be assumed to be an
end to end pipeline concept. On the front end, biosignal capture
is implemented through wearable sensor that capture
electrodermal activity (EDA), electrocardiography (ECG) or
photoplethysmography (PPG), respiration and skin temperature
and physical activity. Smartphones and environmental such as
mobility tracing and phone usage patterns along with cues like
social interaction are all captured at the same time using
contextual information. Information is exchanged through
short-range standard like the Bluetooth Low Energy (BLE) with
smartphone gateways, which is then sent through Wi-Fi or
cellular networks towards the backend systems. The machine
learning (ML) or deep learning models run either on-hardware
(edge computing) or in the cloud are then used to perform the
inference, and the feedback can be delivered via mobile
applications, physician dashboards, or just-in-time adaptive
interventions (JITAI).

According to the recent surveys, multimodal sensing methods
to estimate mental health are rapidly gaining momentum, with
the growing use of ML and deep neural networks to predict
stress, anxiety, and mood based on EDA, ECG/PPG, respiration
and accelerometry data [3,7,19]. Benchmark datasets in
unprotected scenarios like WESAD, DEAP, AMIGOS have
been pivotal in speeding up the growth of methodologies since
they provide comparative analysis of algorithms across
controlled and semi-real life settings [8-11]. Nonetheless, there
are problems with the translation of these advances into
practical applications. In empirical investigations, problems
associated with battery, signal artifact, missing data, non-time-
and-non-person stationarity and diminished model transference
in-the-wild have always been documented [5,12]. Additionally,
perceived burden, transparency, and trust significantly impact
acceptance of the participants and their effective continued
participation.

Other obstacles to adoption are privacy, security and
governance. The operational aspect of collecting sensitive
physiological and behavioral information continuously plays in
the way of oversensitivity of data by exposing raw data, making
inferences on sensitive labels and the misuse of such remarks
by the recipients of information. More recent work has thus
focused on privacy-preserving frameworks, such as on-device
inference, data minimization, federated learning, secure
aggregation, and differential privacy, and effective consent
mechanisms and auditability [13, 23].

It is against this backdrop that this paper will present a system-
level and research oriented perspective of biosensor-based
mental health monitoring using the IoT. To be more precise, we
can add: (i) a reference architecture covering sensing, edge,
cloud, and application layers, based on the models of IoT
healthcare [14] and [17]; (ii) organized review of biosensors
and multimodal pipelines to monitor stresses, anxiety, and
depression by applying them to healthcare data sets
[3,7,12,20,35]; (iii) a dataset-based perspective, including
benchmark resources and corresponding methodological
considerations [8] and [11]; (iiv) a privacy and security-
oriented analysis regarding the management of sensitive
physiological data in cloud based health system.

2. Background and Related Work

2.1 Personal Sensing and Digital Phenotyping

Personal sensing refers to the application of ubiquitous sensors
and machine learning to learn the health and behavior
conditions in real-world settings [1]. Digital phenotyping goes
further by incorporating behavioral and contextual data -
typically derived by smartphone-based strategies - that tracks a
behavioural trend in aspects of mobility, sociability, sleep and
activity patterns [2,21,28]. Although passive sensing surveys
using smartphones present strong potentials, reproducibility,
and validity deficiencies concerning the lack of confounding
and missing data are also highlighted [4,5].

2.2 Multimodal Sensing for Mental Health

Systems that are multimodal incorporate biosignals
(EDA/ECG/PPG), as well as Dbehavioural signals
(accelerometry, phone usage, GPS proxies) achieve more robust
detection of stress and affect states than single modality use
[3,19] The controlled-lab studies and an increasing number of
field studies are included in the literature. Real-life continuous
stress detection is reported by wearable sensors [12]. Going by
the reviews, the performance of the model does deteriorate in
the wild due to the motion artifacts, context changes, and
individual differences [7,12].

2.3 10T and Edge Computing in Healthcare

Architectural guidance on secure sensing, reliable transmission,
scalable storage, analytical computing, and clinical integration
is given by HIoT survey [14]. Processing and storing data at its
source is called edge computing. It helps to reduce latency, use
much lesser bandwidth and improves privacy as sensitive data
is not travelling far away to be processed or stored for retrieval.
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Wearable Internet of Things health monitoring architectures
that integrate body area networks and cloud services are well
established for physiological monitoring [16]. These same
principles apply here to mental health monitoring systems that
involve continuous inference and real-time feedback.

3. Biosensors and Data Modalities for Mental Health
Monitoring

3.1 Personal Sensing and Digital Phenotyping

Stress, affect and related mental states can be thought of as a set
of physiological and behavioral biosignals that can be used as
proxies. Electrodermal activity (EDA), which represents the
sympathetic activation, is one of the most popular signals that
measures skin conductance. The Electrodermal Activity (EDA)
signals exhibit strong sensitivity to acute stress and are widely
used for both lab and field studies, including benchmark
datasets like WESAD [8,12].

Heart rate (HR) and heart rate variability (HRV) are commonly
derived via electrocardiography (ECG) and
photoplethysmography (PPG). They are related to the
autonomic balance and stress regulation. Reduced HRV, in
particular, has been associated with high stress and affective
dysregulation. Signals related to respiration (RESP) such as
breathing rate and variability provide complementary
information as stress and anxiety often have faster and more
irregular breathing. RESP is also part of WESAD [8].

Skin temperature is a reflection of peripheral vasoconstriction
and vasodilation responses and is the more reliable indicator of
stress and autonomic change when EDA and cardiovascular
measures are combined with it. The sporadic acceleration
(ACC) is a major source of motion artifact in physiological
signals but an important indicator of behavior. ACC gives
important information related to activity, posture and context.
ACC is essential for robust inferences during real-world
settings [8,12].

Table 1: Biosensors and Mental Health-Relevant Signals

Modality Typical Device Form Signal Indicators Main Use Key Challenges
EDA Wrist/patch Sympathetic arousal Stress detection [8], [12] Motion/contact artifacts
ECG Chest strap/patch HR, HRV Stress/ANS balance Wearability, noise
PPG Wrist/finger HR, pulse features Convenience for HRV proxies Motion sensitivity

Respiration Chest band Breathing rate/variability Stress/relaxation Comfort, calibration

Skin Temp Wrist/patch Peripheral temp shifts Stress + context Ambient confounds
ACC Wrist/phone Activity + artefact detection Context + quality Misclassification
EEG Headset Frequency band power Affect/emotlE) 1n 1 ilatasets (10}, Daily usability limits

3.2 Smartphone and Environmental Context

Smartphone and environmental context sensing is a key
contributor to mental health digital phenotyping besides
biosignal measuring wearables. Modern smartphones support
passive sensing of mobility, activity, communication patterns,
and device usage, which cumulatively capture behavioural
regularities and social rthythms strongly associated with mental
well-being [2,4,5]. Aspects including a person’s whereabouts,
time spent at home, usage of multiple screens, frequency of
calls and messaging, sleep—wake regularity have been found to
be correlating with trajectory of stress, depression and anxiety.
An important example is the StudentLife study, which showed
that it is feasible to relate passively sensed behavioral patterns
to perceived stress, mental health, and academic performance in
the wild in a student population [26].

The focus of this work will be on physiological biosensors,
although there is growing evidence that robust mental health
inference benefits from combinations of physiology along with
behaviour and context. Combined multimodal approaches that
leverage  wearable-derived  autonomic  markers  with
smartphone-derived context improve ability to distinguish key
stress-related  physiological changes from potentially
confounded changes owing to exercise or quotidian variation
[3,21]. Information about the environment such as time pattern,
proxy for social interaction, daily routine etc. can also give
interpretable signals which help with personalization and
clinical relevance. Nevertheless, passive smartphone sensing

faces challenges. These challenges include data gaps that
happen from the operating system, privacy concerns about
location and communication metadata, and differences in the
use of phones by individuals and cultures [5].

3.3 Datasets and Implications for Generalization

Famous benchmark datasets have greatly advanced the
reproducible research of stress and affect detection. The
WESAD dataset is a common wearable database for stress and
affect modeling that offers synchronized data for EDA, ECG,
respiration, skin temperature, and accelerometry under a
controlled protocol for inducing stress [8,9]. Today, it has
become a reference point for feature engineering, multimodal
fusion and deep learning—based stress classification.

The DEAP corpus is aimed at emotion analysis through EEG
and peripheral physiological signals together with self-reported
affective labels. This data set is heavily cited in the affective
computing literature [10]. Likewise, AMIGOS provides affect
and mood analysis for individuals and groups based on
multimodal sensor data collected from emotion-eliciting tasks
[11].

Most benchmark datasets are collected in the laboratory or
other semi-controlled infrastructures using scripted stimuli with
limited diversity of participants. This causes models trained
entirely on these datasets to perform poorly in a real-world “in-
the-wild” scenarios, due to distribution shift, sensor noise,
behavioural variability, and contextual confounding [7,12].
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Because of this, evaluation protocols should be designed to
measure not only within-dataset accuracy but also cross-context
testing, longitudinal validation, and personalised strategies.

individual calibration are increasingly viewed as necessary to
bridge the gap between benchmark performance and clinicians’
meaningful real-world utilisation.

Methods like transfer learning, domain adaptation, and

Table 2: Representative Datasets for Affective/Mental Health Sensing

Dataset Signals Setting Typical Tasks Reference
WESAD EDA, ECG, RESP, TEMP, ACC Lab protocol Stress vs. non-stress [8,9]
DEAP EEG + peripheral Lab Emotion valence/arousal [10]
AMIGOS EEG/ECG/EDA + more Lab/group Affect & mood analysis [11]
Student Life Phone sensing + surveys Field (students) Stress/behaviour patterns [26]
4. End-to-End IoT Reference Architecture
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Figure 1: End-to-End IoT Mental Health Monitoring Architecture

In healthcare, IoT architectures prioritise reliability, conformity
to clinical workflows, and security controls by layers. It is
common to use a smartphone as a gateway in wearable [oT
monitoring systems, implementing local preprocessing and an

encrypted data transmission [16]. The architecture should also
include support for dynamic personalisation for mental health
monitoring, as physiological baselines differ for different
individuals and contexts [1, 7].

Table 3: Evaluation Metrics and Validation Practices

Goal Recommended Metrics Validation Notes
. ject-i + ject- .
Momentary stress detection F1, AUC, balanced accuracy Subject m((iizg ZE%ZEE subject Avoid leakage; report both

Longitudinal monitoring

Trend correlation, RMSE, event detection

Time-split validation Handle missingness [5]

Personalization benefit

AAUC/AF1, calibration error

Pre/post personalisation Report per-user stats

Robustness

Performance under artifacts

Field test + stressors

Use SQI & ablations
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4.1 Data Acquisition and Signal Quality

Biosensors can be easily influenced by artefacts like motion,
improper skin contact, and temperature. For this reason, it is
recommended that signal quality indices (SQI) be located at the
edge to detect unreliable segments ahead of inference. Field
studies emphasise the significant role of the robust
preprocessing step for real-life stress monitoring [12].

4.2 Feature Extraction vs. End-to-End Deep Learning

Traditional Pipelines Compute features of a model that were
created by hand. Deep learning methods learn representations
directly, but may overfit control artefacts in the datasets [7,32].

Combining both manual and automatic embeddings usually
works well.

4.3 Edge vs. Cloud Inference

By restricting the transmission of unprocessed data, edge
inference lowers latency and may enhance privacy. More
complex models and longitudinal learning can be enabled
through cloud-based inference. It is common to use a mixed
approach where the edge does the SQI and initial scoring and
the cloud does the aggregation of trends and retraining of the
models.

MODEL UPDATES & OPTIMZ4 7,

-

a4 )

EDGE PROCESSING

* SQI & Artifact Filtering

e Windowing
e Lightweight Stress Scoring

@\m E

Wearable & Mobile Devices
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Stress Detection on Device

PERIODIC
FEEDBACK LOOP

—

a
CLOUD PROCESSING

e Longitudinal Analytics

e Personalized Retraining

® Cohort Insights

Cloud Processing

RAW DATA STREAMS

Reduced Bandwidth & Improved Privacy

Figure 2: Edge—Cloud Partitioning for Mental Health Inference

5. Machine Learning for Stress, Anxiety, and Depression
Monitoring

5.1 Stress Detection

One of the most mature areas due to the availability of labels
and physiological correlates. Research based on WESAD
shows classification of stress/affect states using multimodal
biosignals [8]. Studies on continuous stress detection in real
life demonstrate feasibility, but the results vary [12]. Several
studies highlight increased adoption of deep learning and
variants of attention mechanisms for wearable stress detection

[7].

5.2 Anxiety and Depression Monitoring

Inference of anxiety and depression often relies on longer-term
patterns rather than momentary physiology. According to
passive  smartphone sensing reviews, phone-derived
behavioural patterns may be associated with mental health
states. However, reproducibility challenges exist [4, 35].
Recent work examined the use of passive mobile sensing to

assess the severity of depression. It showed promise if data
quality and confounding are properly controlled for.

5.3 Personalisation and Adaptation

Personal sensing frameworks acknowledge that models and

baselines must change over time [1]. Some variation has been

seen in the performance across devices, contexts and seasons.

Approaches consist of.

e User-dependent calibration: each user has a short initial
labelling period

e  Transfer learning is simply adapting the global-model to
the personal data.

e Federated learning enables collaborative training without
the need to centralise raw data, ensuring greater privacy
[13].

Models should be updated over time through ongoing

learning, with safeguards to prevent bias due to drift.

758 © 2026 Bhatti Maulika Shantilal, Prof. Bhoomi M. Bangoria. This is an open-access article distributed under the terms of the Creative Commons Attribution
4.0 International License (CC BY NC ND).https://creativecommons.org/licenses/by/4.0/



https://creativecommons.org/licenses/by/4.0/

Int. Jr. of Contemp. Res. in Multi.

PEER-REVIEWED JOURNAL

Volume 5 Issue 1 [Jan- Feb] Year 2026

Early Fusion

Late Fusion

Hybrid / Attention Fusion

Coon [ e [iese] acc
S\

l Concatenated Features I

HRV Model

RESP Model

l ACC Model

| single Classifier |

O — - - B
\

Weighted Ensemble

FlnaI Decision

/

Deep-Fusion Network
with Attention Weights

Adaptive Robust Final
Weights Output Prediction

Output 4
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6. Privacy, Security, and Acceptability

6.1 Privacy Risks

Detecting the mental health level can help to discern the
sensitive inferences related to a subject’s mood, routine, social
patterns, etc. User attitudes toward passive data sharing
depend on data type and recipient, transparency and control
are crucial [23]. A commentary on digital phenotyping calls
for careful terminology, standards, and governance [21].

6.2 Federated Learning and Privacy-Preserving Analytics
Wrist EDA has been used for stress detection in federated
learning, where raw physiological streams are not sent for
updates [13]. Though federated methods mitigate risks
associated with centralisation, they do not completely nullify
potential privacy harm.

Consequently, other measures, such as secure aggregation,
differential privacy, and strong access control, are still
important.

6.3 IoT Security Controls

The basic protections for things in the Internet of Things
include device authentication, encryption in transit and at rest,
secure key management, and auditability according to a survey
[14]. Wearable IoT systems must also safeguard the
smartphone gateway (which is often a weak link) through
secure enclaves, permission minimisation, and robust update
mechanisms.

e N
THREAT MITIGATION
/ >
,/ Raw Data Exposure = Encryption
@ »—» Minimization
=» Local Processing [14]
Inference Privacy =» Consent Granularity
o . (Sensitive Labels) »—» On-Device Inference
Model Leakage => Federated Learning +
=» Secure Aggregation + DP [13]
>, Misuse by Recipients =» Role-Based Access
*—b Audit Trails
=» Policy Enforcement [23]
J

Figure 4: Privacy Threat Model and Mitigations
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7. Proposed Framework: A Practical Blueprint for an IoT
Mental Health Monitoring System

7.1 Minimal Viable Sensing Stack

For effective mental health implementations, the sensing stack
of minimum viability must move with the right balance of
physiological fidelity. When possible, within the constraints
of device form factor and battery, the inclusion of respiration
is recommended; a pragmatic configuration is EDA, PPG (or
ECG), ACC. The described configuration is similar to that of
WESAD-style multimodal biosensing, which has been shown
to work well for stress and affect detection and is easy to wear
on the wrist [8,12]. The dual ACC function captures an
intermediate dependent feature while EDA and PPG or ECG
capture complementary outputs. In addition to offering useful
behavioral context including activity and posture information,
ACC is key to identifying and correcting motion artifacts that
can significantly obscure EDA and PPG signals during the
daily life. When ACC-based artifact awareness is absent, false
detections for stress are common in [8,12]. As a result, ACC
should not be regarded as an optional extra, but rather a main
feature.

7.2 Labeling Strategy: EMA and Weak Supervision

One of the major bottlenecks of mental health sensing is the
availability of labels. The use of ecological momentary
assessment (EMA) enables obtaining time-aligned subjective
measures of stress or mood. However, frequent prompting
adds burden on participants and reduces long-term adherence.
A hybrid labeling approach is suggested to achieve feasibility
and validity. This involves sparse EMA prompts delivered at
selected times (e.g., after an event or at the end of the day)
alongside weak labels based on context, including calendar
events, changes in location, and self-tagging. In addition, in
conjunction with continuous collection of self-report data, they
will allow clinically interpretable anchors for longitudinal
analysis (e.g., standardized weekly symptom severity scales).
Field-sensing research has confirmed that hybrid strategies can

achieve enhanced label without

participants [5,26,35].

coverage inundating

7.3 Model Strategy: Global and Personalized Learning

The variation among individuals in their body, behaviour and
stress perception re-inforces the non-uniqueness and situation
response theory. A good way to start is to have a strong global
model that is trained on varied and multi-user data followed by
personalization learnt on a small calibration set collected from
each user. This method leads to better accuracy and low data
requirement. Federated learning is a feasible mechanism to
realise this paradigm whereby global model updates occur
across devices without the need to centralise raw data, which
helps with privacy and user trust while being statistically
efficient [13].

At the same time, interpretability of models is gaining traction
as an essential component in order to get adopted. Saying for
example, ‘increased EDA reactivity during low-activity
contexts’ fits the emergence of explainable stress detection
and boosts user understanding and clinician confidence [32].

7.4 Deployment Strategy: Edge-First Privacy

The deployment should adopt an edge-first privacy posture
due to the sensitive nature of mental health inference.
Whenever possible, the core processing stages, including
signal quality assessment and feature extraction, should be
done on-device. The cloud should receive only configurable
outputs that do not breach privacy, such as aggregate features,
daily summaries, or model updates that do not compromise
privacy. With this architecture, raw data will be substantially
less exposed yet still allow longitudinal analysis and
population-level analysis. Using edge-first designs can
enhance privacy, reduce bandwidth requirements, and increase
the willingness of participants to engage in long-term
monitoring, making them ideal for real-world mental health
applications [13,23].
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8. Discussion: Key Challenges and Research Directions

8.1 Generalization and Domain Shift:

Particularly the limited generalizability of models trained on
laboratory datasets is a critical problem in IoT-based mental
health monitoring. Protocols with control often do not reflect
real-world situations, interferences and noise that are
experienced in day-to-day events. There is a marked decline in
performance when such systems are used “in the wild” [12].

In this respect, field validation should be treated as a first-class
requirement, not an afterthought. Researchers ought to
separate reporting subject-independent performance metrics
from report real-life robustness metrics for clearer assessment
of readiness for deployment.

8.2 Missing Data and Compliance:

We see that real world continuous sensing applications can
miss out on data. The reason for this is battery constraints and
irregular charging by subjects. Due to these reasons, we may
also lose out on data due to sensor dropout. Missingness in
most cases is systematic and does not happen randomly and
CAN bias subsequent inferences [5]. Consequently, effective
systems should be able to detect and characterise the patterns
of missingness and apply imputation methods conservatively.
They should also report confidence, or uncertainty, in the
outputs of their models in case the quality of the data gets
degraded.

8.3 Interpretability and Clinical Meaningfulness:

Trends and explanations are more interpretable than stress
scores for clinical adoption. Clinicians need information that
associates physiological changes with context and behavior to
help make decisions. Models whose functioning may be
explained can bring about improvement in acceptability,
safety, and accountability [32]. This aspect is important in
case the outputs are employed in triggering alerts or
interventions.

8.4 Ethics, Consent, and Human Factors:

Perceived benefit, trust, transparency, and control over data
sharing significantly influence user acceptance. Consent
mechanisms must specify what data is collected, when, and for
whom, boundaries on feedback to stop any unnecessary
alarms, and safeguards to prevent further downstream use.
Ethical governance must include the above mentioned
provisions [23]. Essential for sustainable deployment of
human-centred design.

8.5 Fairness and Bias:

Given the effect of age, sex, medication use, and health status
on physiological responses to stress, model performance may
be biased. Current datasets do not reflect vulnerable or diverse
populations. We need a wider range of people in future
research, and we need to routinely report the results of
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subgroup analyses of inference systems if we are to measure
fairness and equity adequately in mental health.

9. CONCLUSION

The use of biosensors in mental health monitoring based on
IoT is approaching to reality. Sensors worn on the body can
continuously and contextually infer stress and affect,
specifically EDA, HR/HRV (ECG/PPG), respiration,
temperature, and activity. Nevertheless, deploying these
solutions in a real-world setting requires the implementation of
robust edge—cloud architectures, careful management of
artifacts and missingness, and privacy-friendly mechanisms
for governance. On-device inference and federated learning
make promising directions for privacy-preserving analytics.
As we journey onward, the emphasis of the field should fall
on: field validation, personalization, interpretability, fairness,
and more importantly, ethical incorporation into care
pathways. If researchers use the reference architecture and
evaluation blueprint as proposed, they can build more
trustworthy, secure, and clinically useful IoT mental health
monitoring solutions.
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